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Uruchamiamy integracje systemu operacyjnego z LDAP. W tym celu musimy
zainstalowac kilka dodatkdéw rozszerzajgcych mozliwosci systemu

operacyjnego:

- ,libnss-1ldap,

2. W trakcie instalacji system poprosi o podanie danych pozwalajgcych na
przytaczenie sie do LDAP (podaj wytacznie w tej linii !!!!! : 127.0.0.1):


https://gsliwinski.wi.zut.edu.pl/?page_id=140
https://vcwilab.wi.zut.edu.pl/
https://vcwilab.wi.zut.edu.pl/

configuration

1 Configuring ldap-auth-config
FPlease enter the URI of the LDAP server to use. This is a string in the form of
ldap://<hostname or IPF»:<port>/. ldaps:// or ldapi:// can also be used. The port number is
optional.

Wote: It is usually a good idea to use an IP address because it reduces risks of failure in
the event name serwvice problems.

LDAP serwver Uniform Resource Identifier:

UWAGA! : zmieniona domena LDAP na: dc=lab,dc=pl


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto1.png

conf iguration

1 Configuring ldap-auth-config |
Please enter the distinguished name of the LDAP search base. Many sites use the components
of their domain names for this purpose. For example, the domain "example.net' would use
"de=example,dc=net" as the distinguished name of the search base.

Distinguished name of the search hase:

ic=1ab,dc=pl

LDAP version: 3


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto2.png

2 configuration

| Configuring ldap-auth-config |
Please enter which version of the LDAP protocol should be used by ldapns. It is usually a
good idea to set this to the highest available version.

LDAP wersion to use:

Ustawiamy konto root jako admina LDAP


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto3.png

onfiguration

1 Configuring ldap-auth-config |

Thiz option will allow you to make password utilities that use pam to behave like you would
be changing local passwords.

The password will be stored in a separate file which will be made readable to root only.

If you are using NFS mounted setc or any other custom setup, you should disable this.

Make local root Database admin:

Wtgczamy wymaganie logowania do dostepu do bazy LDAP


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto4.png

: configuration

1 Configuring ldap-auth-config |

Choose this option if you are reguired to login to the database to retrieve entries.

Note: Under a normal setup, this is not needed.

Does the LDAP database require login?

LDAP account for root: cn=admin,dc=Ilab,dc=pl


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto5.png

ackage configuration

Configuring ldap-auth-config
This account will be used when root changes a password.

Note: This account has to be a privileged account.
LDAP account for root:

cn=admin,dc=1ab,dc=pl

Poda¢ wtasciwe hasto dla uzytkownika ADMIN (podane w poprzednim

laboratorium)


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto6.png

conf igurat ion

1 Configuring ldap-auth-config
FPlease enter the password to use when ldap-auth-config tries to login to the LDAP directory
using the LDAP account for root.

The password will be stored in a separate file setc/ldap.secret which will be made readable
to root only.

Entering an empty password will re-use the old password.

LDAP root account password:

Wskazac jako uzytkownika uprzywilejowanego na: cn=admin,dc=Ilab,dc=pl


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto7.png

‘e configuration

1 Configuring ldap-auth-config |
Please enter the name of the account that will be used to log in to the LDAP database.

Harning: DD NOT use privileged accounts for logging in, the configuration file has to he
world readable.

Unprivileged database user:

cn=admin,dc=1ab,dc=pl____

Podac¢ wtasciwe hasto (jak byto wczesniej)


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto8.png

Fackage contflguration

1 Configuring ldap-auth-config |
Please enter the password that will be used to log in to the LDAP database.

Password for database login account:

Ao

<0k

3. Zmieniamy ustawienia w pliku ,,/etc/ldap.conf,

« Przestawiamy SCOPE na ,SUB”


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto9.png

The LDAP
if supr

- Wigczamy obstuge przesytania jawnych haset


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto10.png
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SDE LDAPS

 Zapisujemy modyfikacje w pliku...
4. Dopisujemy obstuge LDAP do ,,/etc/nsswitch.conf,

- Dopisujemy wykorzystanie bazy LDAP


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto11.png

‘@ mc [root@linux]:/etc — O X

- Zapisujemy modyfikacje...

5. Jezeli wykonalismy wszystko poprawnie powinni by¢ widoczni uzytkownicy
z bazy LDAP. Mozna to sprawdzic¢ przy pomocy polecenia ,id” ze wskazaniem
nazwy uzytkownika np.:

id userl

W wyniku otrzymamy informacje o uzytkowniku userl (jego UID i GID)

uid=10000(userl) gid=100(users) grupy=100(users)
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