Wielo-serwerowe srodowisko linux (OpenLDAP +
NFS)

written by archi | 17 stycznia 2022
Laboratoria majg na celu uruchomienie wspoétdzielenia zasobdw sieciowych

pomiedzy serwerami Linux z wykorzystaniem protokotu NFS oraz stworzenie
jednorodnego srodowiska uzytkownika tej sieci z wykorzystaniem ustugi

katalogowej OpenLDAP.
Wymagania laboratorium:

- dwa serwery linux
- zainstalowanie na jednym z nich ustugi OpenLDAP

- przygotowanie udostepnienia NFS Share dla drugiego serwera

Przygotowanie nowego serwera Ubuntu - klient ustugi.

Bazujgc na wczesniejszych laboratoriach ( lab 4 i lab 1) przygotuj nowg
maszyne wirtualng Ubuntu 22.04 LTS o podanych ponizej parametrach wraz z

zainstalowanym systemem operacyjnym Ubuntu.

« CPU: 2 wirtualny procesor
- RAM: 2 GB pamieci


https://gsliwinski.wi.zut.edu.pl/?page_id=1810
https://gsliwinski.wi.zut.edu.pl/?page_id=1810
https://pl.wikipedia.org/wiki/Network_File_System_(protok%C3%B3%C5%82)
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2023/04/ldap-wieloserwerowy.jpg
https://gsliwinski.wi.zut.edu.pl/?page_id=1247
https://gsliwinski.wi.zut.edu.pl/?page_id=1123

- DYSK: 10 GB jako urzadzenie SCSI

Po zakohczonej instalacji systemu prosze w pierwszej kolejnosci
zaktualizowac system i nastepnie doinstalowac na kliencie pakiet nfs-
common. Bedzie on niezbedny do wykonania montowania (przytgczenia)

udziatu udostepnionego po NFS.

Przygotowanie serwera NFS

Na maszynie wirtualnej ktdrg aktualnie uzywasz (poprzednie laboratoria) po
aktualizacji systemu ( apt update; apt upgrade) zainstaluj pakiet nfs-kernel-
server. Jest to ustuga dystrybucji folderéw i plikdw na zdalng maszyne

(klienta) z wykorzystaniem protokotu NFS

Po zainstalowaniu pakietu nalezy skonfigurowac udostepnienia. W tym celu
edytuj plik /etc/exports i wewnatrz dodaj na kofhcu wpis udostepnienia

folderu /home.
odpowiednio nalezy wskaza¢ w konfiguracji:

- Sciezka do udostepnienia

- adres IP klienta dla ktérego udostepniamy

- parametry udostepnienia: rw - odczyt/zapis; sync - tryb natychmiastowej
synchronizacji; no_subtree_check - brak sprawdzania struktury folderéw;
no_root_squash - nie odejmowanie uprawnien uzytkownika root = na
kazdym serwerze tj. kliencie i serwerze NFS root ma te same prawa do

udostepnienia


https://packages.ubuntu.com/focal/nfs-common
https://packages.ubuntu.com/focal/nfs-common
https://packages.ubuntu.com/focal/nfs-kernel-server
https://packages.ubuntu.com/focal/nfs-kernel-server
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Na obrazku jest przyktadowy adres IP - Ty bedziesz miat inny adres IP []

Zapisz konfiguracje i zrestartuj ustuge nfs-kernet-server

=t : enabled)

Na serwerze klienta mozesz sprawdzic czy udziat jest dla ciebie dostepny

poprzez polecenia showmount

Przetestuj mozliwos¢ podtgczenia do swojego systemu udostepnienia przy

pomocy polecenia
mount -t nfs adres_ip_maszyny serwera_nfs:/home /mnt

Wykonujac polecenie mount zobaczysz przypiete systemy plikéw w tym

podtgczony udziat

2,wsize=131072, namlen=255, hard, proto=tcp, timeo=600, retrans=2, sec=sys, clienta

lub uzywajgc polecenia df -h takze mozesz potwierdzi¢ poprawnosc


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/04/nfs-exports.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/04/nfs-serwer1.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/04/nfs-showmount.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/04/nfs-mount-show.png

przytaczenia

roctlklient:~#
Filesystem

dewv

mpfs
/dev/mapper/ubuntu——-vg-ubuntu——-1v
mpfs

mpfs

mpfs

/dev/sda2

/dev/loop0
/dewv/loopl
/dev/loop2

mpfs

/dev/loop3
/dev/loopd
/dev/loops
192.168.99.124: /home
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/dev/shm
/run/lock
/sys/fs/cgroup

]

] &
.

[ B SR QR = SN

N
o
oER R aa 0
[
o]

oy [ O
L]

LNt =l
=]

o
()]
=

[ T e

=1 La N

= L)y

o 2@ @ o? @2 2@ 22 @ &2 o o 2@ @ 2@ g2 o\@

(Y-S e S

=
o ': | ': | ': | [ ': | -

[wn]

Mounted on

/snap/1xd/19188
/snap/snapd/ 10707
/snap/coreld/1944

po stronie klienta mozesz zobaczy¢ zawartos¢ folderu home z serwera NFS

ktéry zostat podtgczony do folderu /mnt

< kil

.n Size Modify

/SAMBR 4096 |Apr 22
/kowalski 4096 |Apr 22
/nowak 4096 |Apr 22
/user 4096 |2pr 3

Modify

Apr
Apr
Apr
Apr
Apr
Apr
Dec
Dec

R -
time
11:
20:
20:
20:
11:
11:
2019
2019

—

/snap/corelB8/1997
/snap/snapd/11588
/snap/1xd/15647

12
0o
0o
0o
33
33

UP--DIR

Hint: Want your plain shell? Press
root@klient:/mnt#
1 p 3 4 5

Zauwazy¢ mozesz réwniez ze nie poprawnie wyswietlane sg dane o

2303M/9003M (25%) —

UP--DIR

C-o, and get back

to MC with C-o again.

ol

4916M/9003M (54%) —

wtascicielach i grupach. Powodem problemu jest niezgodnos¢ baz danych o

uzytkownikach i grupach.

T enT


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/04/nfs-df-show.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/04/nfs-mc-show.png

! root root 096 Apr 22
1001 1001 096 RApr 22
1002 1003 Apr 22
user user 0%6 Apr
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Aby to wyeliminowac i doprowadzi¢ do integralnosci danych nalezy uruchomic
ustuge integrujgcg w postaci ustug katalogowych OpenLDAP

Podpiecie systemu do ustugi OpenLDAP - operacja dla klienta

Uruchamiamy integracje systemu operacyjnego z LDAP. W tym celu musimy

zainstalowac dodatek rozszerzajgcy mozliwosci systemu operacyjnego:
. ,libnss-ldap”

2. W trakcie instalacji system poprosi o podanie danych pozwalajgcych na
przytaczenie sie do LDAP (podaj wytacznie w tej linii !!!!! : adres IP

serwera OpenLDAP serwera):


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/04/nfs-user-rights.png

configuration

1 Configuring ldap-auth-config
FPlease enter the URI of the LDAP server to use. This is a string in the form of
ldap://<hostname or IPF»:<port>/. ldaps:// or ldapi:// can also be used. The port number is
optional.

Wote: It is usually a good idea to use an IP address because it reduces risks of failure in
the event name serwvice problems.

LDAP serwver Uniform Resource Identifier:

UWAGA! : zmieniona domena LDAP na: dc=lab,dc=pl


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto1.png

conf iguration

1 Configuring ldap-auth-config |
Please enter the distinguished name of the LDAP search base. Many sites use the components
of their domain names for this purpose. For example, the domain "example.net' would use
"de=example,dc=net" as the distinguished name of the search base.

Distinguished name of the search hase:

ic=1ab,dc=pl

LDAP version: 3


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto2.png

2 configuration

| Configuring ldap-auth-config |
Please enter which version of the LDAP protocol should be used by ldapns. It is usually a
good idea to set this to the highest available version.

LDAP wersion to use:

Ustawiamy konto root jako admina LDAP


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto3.png

onfiguration

1 Configuring ldap-auth-config |

Thiz option will allow you to make password utilities that use pam to behave like you would
be changing local passwords.

The password will be stored in a separate file which will be made readable to root only.

If you are using NFS mounted setc or any other custom setup, you should disable this.

Make local root Database admin:

Wtgczamy wymaganie logowania do dostepu do bazy LDAP


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto4.png

: configuration

1 Configuring ldap-auth-config |

Choose this option if you are reguired to login to the database to retrieve entries.

Note: Under a normal setup, this is not needed.

Does the LDAP database require login?

LDAP account for root: cn=admin,dc=lab,dc=pl


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto5.png

ackage configuration

Configuring ldap-auth-config
This account will be used when root changes a password.

Note: This account has to be a privileged account.
LDAP account for root:

cn=admin,dc=1ab,dc=pl

Poda¢ wtasciwe hasto dla uzytkownika ADMIN (podane w poprzednim

laboratorium)


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto6.png

conf igurat ion

1 Configuring ldap-auth-config
FPlease enter the password to use when ldap-auth-config tries to login to the LDAP directory
using the LDAP account for root.

The password will be stored in a separate file setc/ldap.secret which will be made readable
to root only.

Entering an empty password will re-use the old password.

LDAP root account password:

Wskazac jako uzytkownika uprzywilejowanego na: cn=admin,dc=Ilab,dc=pl


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto7.png

‘e configuration

1 Configuring ldap-auth-config |
Please enter the name of the account that will be used to log in to the LDAP database.

Harning: DD NOT use privileged accounts for logging in, the configuration file has to he
world readable.

Unprivileged database user:

cn=admin,dc=1ab,dc=pl____

Podac¢ wtasciwe hasto (jak byto wczesniej)


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto8.png

Fackage contflguration

1 Configuring ldap-auth-config |
Please enter the password that will be used to log in to the LDAP database.

Password for database login account:

Ao

<0k

3. Zmieniamy ustawienia w pliku ,/etc/ldap.conf”

« Przestawiamy SCOPE na ,SUB”


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto9.png

The LDAP
if supr

- Wigczamy obstuge przesytania jawnych haset


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto10.png
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SDE LDAPS

 Zapisujemy modyfikacje w pliku...
4. Dopisujemy obstuge LDAP do ,/etc/nsswitch.conf”

- Dopisujemy wykorzystanie bazy LDAP


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto11.png

‘@ mc [root@linux]:/etc — O X

- Zapisujemy modyfikacje...

5. Jezeli wykonalismy wszystko poprawnie powinni by¢ widoczni uzytkownicy
z bazy LDAP. Mozna to sprawdzic¢ przy pomocy polecenia ,id” ze wskazaniem

nazwy uzytkownika np.:

id userl

W wyniku otrzymamy informacje o uzytkowniku userl (jego UID i GID)

uid=10000(userl) gid=100(users) grupy=100(users)

Umozliwienie uwierzytelnienia do ustugi OpenLDAP - operacja dla

klienta



https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto13.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto12.png

1. Zainstaluj pakiet ,libpam-ldap”. Prawdopodobnie otrzymasz komunikat, ze
pakiet jest juz zainstalowany. Zostat dotgczony przy poprzednim

laboratorium.
2. Nastepujgce polecenia powinny by¢ rozpoznawane prawidtowo w systemie:

id userl
cd ~userl (tylko po ponownym zalogowaniu sie do putty)

3. System PAM wykorzystuje ten sam plik konfiguracji (,,/etc/Idap.conf”) jak
libnss-LDAP. System automatycznie rowniez skonfiguruje dostep w systemie
PAM wewnatrz katalogu /etc/pam.d nalezy jedynie sprawdzi¢ poprawnosc
wpiséw.

w kazdym pliku pozycje na czerwono !!! Jesli tak o wszystko OK.

4. Prawidtowa postac wszystkich wpiséw:

common-account:

mc [root@linux]./etc/pam.d — O *
&

# pam-auth-up
Lo

am-auth

pam_un



https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto-02.png

common-auth:

c/pam.d

/etc/pam.d/common-auth - authentication settings common to all services

This file is included from other service-specific PAM config files,
and should contain a list of the authentication modules that define
the central authentication scheme for use on the system

(e.g., /etc/shadow, LDAP, Kerberos, etc.). The default is to use the
traditional Unix authentication mechanisms.

of pam 1.0.1-6, this file is managed by pam-auth-update by default.

take advantage of this, it is recommended that you configure any
local modules either before or after the default block, and use
pam-auth-update to manage selection of other modules. See
pam-auth-update (8) for details.

here are the per-package modules (the "Primary"™ block
[snocess=2 defanlt=icnore] nam univ so nullok secure
[success=1 default=ignore] pam:Ldap.eo use_fi?st_pa
THE Tallback 1t no modale sgccesds
requisite pam_deny.so
yrime the stack with a positive return wvalue if there isn't one already:;
is avoids us returning an error just because nothing sets a success code
ince the modules above will each just jump around
h re red pam permit.so
itional™ block)
optional pam cap.so
end of pam-auth-update config

nux]:/etc/pam.d

/etc/pam.d/common-password - password-related modules common to all

This file is included from other service-specific PAM config files,
and should contain a list of modules that define the services to be
used to change user passwords. The default is pam unix.

Explanation of pam unix options:

The "sha512" option enables salted SHAS12 passwords. Without this option,
the default is Unix crypt. Prior releases used the option "md5".

The "obscure" option replaces the old “OBSCURE CHECKS ENAB' option in
ogin.defs.

See the pam unix manpage for other options.

of pam 1.0.1-6, this file is managed by pam-auth-update by default.

take advantage of this, it is recommended that you configure any
local modules either before or after the default block, and use
pam-auth-update to manage lection of other modules. See
pam-auth-update (8) for details.

are the per-package modules (the "Primary™ block
[success=2 defaunlt=iagnore] nam unix. so obscure sha512
[success=1 user unknown=ignore defaﬂ;t=die: pam ldap.so use authtok try first pass
e TErIracr T 0 MoutIe Succeeus
requisite pam_deny.so
me the stack with a positive return value if there isn't one
is avoids us returning an e r just because nothing sets a
ince the modules above will each just jump around
i quired pam permit.so
and here are more per-package modules (the "Additional™ block
end of pam-auth-update config
1 2 3] 5



https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto-03.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto-04.png

common-session:

Q mc [ro nux]:/etc/pam.d

/etc/pam.d/common-session — session-related modules common to all services

This file is included from other service-specific PAM config files,
and should contain a list of modules that define tasks to be performed
at the start and end of sessions of *any* kind (both interactive and
non-interactive) .

BLs of pam 1.0.1-6, this file is managed by pam-auth-update by default.
To take advantage of this, it is recommended that you configure any
local modules either before or after the default block, and use
pam-auth-update to manage selection of other modules. See
pam-auth-update (8) for details.

here are the per-package modules (the "Primary" block
on [default=1] pamﬁpermit.ao
s the fallback if no module succeeds
on requisite pam deny.so
ime the stack with a positive return value if there isn't one already;
this avoids us returning an e r just because nothing sets a success code
since the modules above will each just jump around
ession required pam _p it.so
The pam umask module will set the umask according to the system default in
/etc/login.defs and user settings, solving the problem of different
umask settings with different shells, display managers, remote sessions etc.

ion optional pam_umask.so
nd here are more per-package modules (the "Additional™ block
remired nam nix so
ion optional a pam_ldap.so
UIl '.JL'L.;'.JUIJ, pdll l_?:yb LCIU . 5U
end of pam-auth-update config

2 3]

/etec/pam.d/common-session-noninte ive - session-related modules
common to all non-interactive sery

is included from other service-specific PAM config files,
ontain a list of modules that define tasks to be performed
the start and end of all non-interactive sessions.

of pam 1.0.1-6, this file is managed by pam-auth-update by default.

take advantage of this, it is recommended that you configure any
ocal modules either before or after the default block, and use
pam-auth-update to manage selection of other modules. See
pam-auth-update (8) for details.

here are the per-package modules (the "Primary"™ block
ion [default=1] pam _permit.so

here's the fallback if no module succeeds
ion requisite pam_deny.so

rime the stack with & positive return value if there isn't one already;
is avoids us returning an error just because nothing sets a success code

since the modules above will each just jump around

session required pam_permit.so

The pam umask module will set the umask according to the system default in

/etc/login.defs and user settings, solving the problem of different

umask settings with different shells, display managers, remote sessions etc.

ion optional pam uma
nd here are more per-package modules (the "Addi
DAm 1IN X S0
on optional B pam_ldap.so
SHd OT pafi—aUch-Update conrig



https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto-05.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2021/03/auto-06.png

5. Prawidtowo wykonane wpisy po zrestartowaniu ustugi SSH powinny

pozwoli¢ na zalogowanie sie przy pomocy uzytkownika z LDAP do systemu.
restart: service ssh restart

6. Potgczenie wykonujemy przez kolejng sesje SSH (nowa sesja) i logowaniu

sie uzytkownikiem i hastem z LDAP

7. Sprawdz folder z zamontowanym udziatem NFS, gdzie teraz powinny by¢

widoczne nazwy obiektdéw a nie ich identyfikatory cyfrowe



