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Mikrotik - budowanie taczy nadmiarowych z
wykorzystaniem OSPF

Celem laboratorium jest uruchomienie funkcji routingu z wykorzystaniem

dwdch taczy oraz funkcji dynamicznego trasowania (routing’u) OSPF.

Do realizacji zadania potrzebne sg dwa urzadzenia (routery) oraz zestaw
przewoddw RJ45 (3 szt.) i jeden przewdd Swiattowodowy. Obrazek ponizej

prezentuje stan kohcowy po wykonaniu laboratorium.

OSPF - Area 0
10.20.20.0 /30 (COST 30)
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Schemat logiczny struktury


https://gsliwinski.wi.zut.edu.pl/?page_id=2107
https://pl.wikipedia.org/wiki/Open_Shortest_Path_First
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/Mikrotik-lab-04-1-1-1.jpg

10.20.20.1/30 10.20.20.2/30
Etherl0 Etherl0

7
Y

Bridgel
172.16.1.1/24

SFP-sfpplus] e— SFP-sfpplusl
10.10.10.1/30 10.10.10.2/30

Bridgel
172.16.2.1/24

Router R2

Podtgcz swoj komputer do routera R2 na port Ether2

1. Usun wszystkie wpisy wewnatrz Firewall (/IP/FIREWALL) dotyczace
tancucha FILTER. Zaznacz je i przycisk ,-,,.

& Cuick Set
7 CAPsMAN
& User Manager
" Interfaces H“EfHU|Ei|NAT|Hade|Raw|SuuimPﬂrta‘Cnrnudima‘Mcienljua‘Law?leouda‘
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EE .E [=] [7] |'° Reset Counters ||tn Reset Al Counters | (Find
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2. Tools [



https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/mikrotik4-logiczne.jpg
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/Image-001-1.png

Firewall = E3

Fitter Rules | MAT Mangle Raw Service Pots Connections  Address Lists  Layer? Protocols
IEHEI @ 1o Reset Counters ||f0 Reset Al Counters | |Find | |all IE3
H# | |.P~c:tiur1 |Eh.ain |5rc..ﬂddress |Dst.F~ddress |F"mtucu| |5rc. Port |D3t. F"urt|"
+| »
0 tems

2. Usun wpis w tancuchu NAT dotyczacy podmiany adresu zrodta dla

»,masquerade”.

Firewall =] E3
Filter Rules NAT | Mangle Raw Service Pots  Connections  Address Lists  Layer? Protocols

IEHEI Izl |(0 Reset Counters ||f0 Reset All Courters | |Find | |all =
# | |Action |Chain Src. Address |Dst. Address |Proto... |Src. Pot  |Dst. Port | In. Inter...|Out. Int... [+
1] | mas.. scnat

. »
1item {1 selected)
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Firewall = E3

Filter Rules  NAT | Mangle Raw Service Pots Connections  Address Lists = Layer? Protocols
IEHEI @ 10 Reset Counters ||m Reset All Counters | |Find | |l E3
# | |Action |Chain Src. Address |Dst. Address |Proto...|Src. Pot  |Dst. Pot | In. Inter...|Out. Int... [+
+| »
0 items

3. Usun adres dla interfejsu bridgel (/IP/ADDRESSES)

Cluick Set
{ CAPsMAN Address List
- 5

& User Manager IEIIEI E

[ Interfaces Address /| Network Interface
7 Wircless = 10.0.101.1/24 10.0.101.0 bridge1
H WireGuard
H ZeroTier
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IPvE 1item (1 selected)
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#[=] [7]l] =

|Mdress £ | MNetwark Interface | hd

0items
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4. Usunh serwer DHCP na interfejsie bridgel (/IP/DHCP Server)

DHCP Server

DHCP

Metworks Leases Options Option Sets  Option Matcher  Alerts
/(=] [v][%] | DHCP Corfig || DHCP Setup |
|Name £ |Irrterface |Fiela:.r |Lease Time |Mdress Pool |Add AR... |v
| .dhepl bridge 1 00:10:00 dhep ne

1item (1 selected)

5. Usunh wszystkie wpisy dotyczgce sieci dla serwera DHCP

DHCP Server

DHCP  Networks

Option Matcher Mlers
[ [=]

Lleases Options Option Sets

Address £ |G.a|te'.'|.l.a|}.l |DN5 Servers |Domain WINS Servers Next Server |"’
0.0.0.0/24 0.0.0.0
10.0.1071.0/24 10.0.101.1

2 items (2 selected)
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DHCF Server

DHCP  Metworks | Lleases Options Option Sets  Option Matcher  Alerts
=] Find
Address 4 |Gateway |DNS Servers |Dnmain WINS Servers Next Server |Y
Ditems

6. Odtacz od brigdel interfejsy ETH10 oraz SFP-sfpplusl (wybierz te 2

interfejsy, a nastepnie nacisnij minus).

Bridge =] E3
Bridge Forts | Port Extensions VLANs M5Tls  Port MST Ovemides | Fiters MNAT  Hosts MDB

ElE vl

|Interface | Bridge |Horizon |Trusted |Priority th... |Path Cost [PVID | Role |Roct Pat... | |*
0H & ether2 bridge1 no a0 10 1 designated port
1IHH & etherd bridge1 no a0 10 1 disabled port
21H & efherd bridge1 no a0 10 1 disabled port
3H & ethers bridge 1 no a0 10 1 disabled part
41H & efhert bridge 1 no a0 10 1 dizabled port
51H & efher? bridge1 no a0 10 1 disabled port
6 IH & ether bridge1 no a0 10 1 disabled port
7IH & efherd bridge1 no a0 10 1 disabled port
8H & etherld bridge1 o a0 10 1 disabled port
91 & sp-sipphsT bridge1 no a0 10 1 digabled port
101 & WiR5GH:z bridge1 no a0 10 1 disabled port
111 & WiR24GH: bridge1 no a0 10 1 disabled port

12 items (2 selected)
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Bridge =] E3

Bridge Forts | Port Estensions  VLAMNs MSTls  Pot MST Ovemides  Fiters  MAT  Hosts  MDB
[#][=] [#][] Find
# | |Interface |Bridge |Horizon | Trusted | Pririty ... |Path Cost |PVID | Rale \Root Pat... | |»
OH & ether? bridge1 no a0 10 1 designated port
1IH & etherd bridge1 no a0 10 1 disabled port
21H & etherd bridge1 no a0 10 1 disabled port
3 H & ethers bridge1 no a0 10 1 disabled port
4 H & ethert bridge1 no a0 10 1 disabled port
51H & ether? bridge1 no a0 10 1 disabled port
& IH & etherf bridge1 no a0 10 1 disabled port
7H & ethers bridge1 no a0 10 1 disabled port
g1 & WRNGHz bridge1 no a0 10 1 disabled port
91 B WiR24GH:z bridge1 no 20 10 1 disabled port
10 items

7. Przypisz adresy IP jak na obrazku ponizej do interfejsow, tj.:
-> 172.16.2.1/24 dla interfejsu bridgel
-> 10.10.10.2/30 dla interfejsu SFP-sfpplusl

-> 10.20.20.2/30 dla interfejsu Etherl0

Guick Set
{ s Address List
n 5

&5 User Manager IEIIEI @

W |rtefaces |Mdress £ |Ne‘twurk |Irrterface

~ Wireless == 10.10.10.2/30 10.10.10.0 sip-sfpplus 7
- = 10.20.20.2/30 10.20.20.0 efher il

#H WireGuard = 1721621724 1721620 bridge 1

# ZeroTier
:: Bridge
*. PFFP

7a*. Zadanie samodzielne (wymagane). Skonfiguruj serwer DHCP na

interfejsie bridgel. W konfiguracji przydziel klientom adresy od 200
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do 254 oraz serwer DNS 8.8.8.8.

8. Przejdz do ustawien OSPF

|J$ Routing " BGP

11 System " Fiters
B Queues GMP

B Files IGMP Fray
= Log MNexthops
&7 RADIUS OSFF
#. Tools " PIMSM
B Mew Terminal RIP

I TRO63 RPKI

W LoRa Router 1D
& leT " Rules
<« Dot1X Tables
P2 Partition

9. Utwdrz nowg instancje dla struktur OSPF. Nazwij jg ospf-instance-0 oraz
zmien Router ID na adres IP bridgel tj. 172.16.2.1 - bedzie to identyfikator

tego routera w strukturze OSPF.

[#][=] [+][] (=] [¥]

Instances | Interface Templates  Interfaces Areas  Area Ranges  Static Meighbors  Meighbors  LSA

|Name

£ |Version

VRF | Router ID

I [

Mew OSPF Instance

Name: |ospfinstance-0

Version: |2

Cancel

VRF: [main

Apply

Router D: [172.16.2.1]

Routing Table: |

Disable

Comment

Originate Default: |

Redistribute: |

Copy

v

Remove

Out Fitter Select: |

Out Filter: |

In Fiter: |

Domain |D: |

Domain Tag: |

enabled

[#=] [2][=] ] [¥]

|.P«ddress ! |Network |Ir11&fface |
= 10.10.10.2/30 10.10.10.0 stp-sfpplus T

= 10.20.20.2/30 10.20.20.0 ether i

= 172.16.2.1/24 1721620 bridge 1

ditems
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|”§3”055‘HafaoeTurﬂites Intefaces  Areas  frea Ranges  Static Neighbors  Meighbors  LSA

[#][=] [«][]
|Name 7 |Version  [VRF |Router ID | v
58 ospfinstance-0 2 main 172.16.21

1item

10. Utwdrz nowa AREA o nazwie ospf-area-0 i nie zmieniaj pozostatych

ustawien.

Instances | Interface Templates  Interfaces  Areas

[#[=] (][] [=] (7]

|Nam& 4 |Instar1c:& |Pu'ea 0] |Typ& |

Area Ranges  Static Meighbors = Meighbors  LSA

o Instance: |nspf—instance-ﬂ || > | Cancel B
ems
Area 1D: (0.0.0.0 L
| | Apply
Type: |default [[+] I
-
[] No Summaries
Defautt Cost: | | - Comment
NSSA Translator | |~ [
E———— E
enabled | |:s capable -

Instances  Inteface Templates  Intefaces Afea5|ﬁeaﬂmges Static Meighbors ~ Meighbors = LSA

#=] [=] =] [v]

|Name { |In5tance |Area D |Type | |v
58 ospf-area-) ospfinstance-0  0.0.0.0 defautt

1item

11. Stworzymy teraz wzorce interfejsow do wykorzystania w strukturze OSPF.
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W tym celu opiszemy wszystkie sieci jakie widzi ten router (ma je dostepne
bezposrednio). W pierwszej kolejnosci opiszemy tgcze SFP. Dla AREA-O podaj
adres sieci 10.10.10.0/30 z kosztem (COST) 1 i priorytetem (PRIORITY) 128.

m]|E3
Instances  Interface Templates ‘ Intefaces Areas Area Ranges  Static Neighbors  MNeighbors  LSA
[#]=]
# | [interfaces |Area Netwarks | Network Type |Cost |Priorty | Authentic... |~
QSPF Inteface Template =2
Interfaces: | | oK
Hrea |ospf-aread =] =T
Metwarks: [10.10.10.0/30] | % Poply
Network Type: broadcast [#]
e g
Instance 1D: |0 | | Comment |

Cost: |1 | EE@

Remove | Address # | Network [Irterface |

Priorty: 128 | % 10.10.10.2/30 10.10.10.0 sip-alppbe]
[ ] Passive = 10.20.20.2/30 10.20.20.0 etheril
% 17216.2.1/24 172.16.2.0 bridge 1
Authentication: | | =
Auth. Key: | |-
Muth. 1D: | |-
Wink Transit Area: | | -
Viink Neighbor ID): | | =
Jitems

Retransmit Interval: |DD:DD:05

|
Transmit Delay: |1 |
Hello Interval: |00:00:10 |
Dead Interval: |00:00:40 |

enabled |

12. Kolejny wpis dla AREA-0. Podaj adres sieci 10.20.20.0/30 z kosztem 30 i
priorytetem 128.
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OSPF =l|E3
Instances Interface Templates ‘Hﬂﬁlms| Areas AreaRanges Static Neighbors Neighbors LSA
[#][=]
# | intefaces Area | Networks |Network Type |Cost Priorty | Authentic... | e
0 s ospf-area-0 10.10.10.0/30 broadcast 1 128
Q5FF Inteface Template O x|
Interfaces: | E oK
Area: |ospf—area-1] || 3| Canced
Networks: [10.20.20.0/30 | % hoply
Network Type: |broadca5t || ¥ |
—— -
Instance ID: [0 | | Commert | tddress
Cost: 30 | EE | | |
L Remaove Address /| Network Interface
Prory: [128 | % 10.10.10.2/30 10.10.10.0 Stostoplus 1
[ Passive % 10.20.20.2/30 10.20.20.0 etferll
% 172.16.2.1/24 17216.20 bridge1
Authentication: | | -
Muth Key: | | -
Muth 1D | | -
Wink: Transit Area: | | -
ink Neighbor ID: | | -
3 tems

Retransmit Interval: |[H]:EH]:D5

Transmit Delay: |1

Hello Interval: |00:00:10

Dead Interval: |00:00:40

enabled |

13. Na koniec podaj ostatnig z sieci jak ma dostepny ten router t;.

172.16.2.0/24 z kosztem 1 i priorytetem 128.


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/Image-019.png

Instances  Interface Templates |Hafi|oes Areas Area Ranges Static Neighbors  Meighbors  LSA

[#]=] [][x] [=] [7]

# | |intefaces |Area Networks |Network Type |Cost |Prionty | Authentic... |+
an ospf-area-0 10.10.10.0+30 broadcast 1 128
1 o ospf-area-0 10.20.20.0/30 broadcast 30 128

Interfaces: | > oK
Area: |ospf—area-ﬂ || ¥ | et
Metworks: | 172.16.2.0/24 = Aoly
Network Type: |broadcast
Prefix List: |
Instance 1D: |D

Cost: |1 | E”EI@

Priority: |123 | Remove |Mdr‘ess i |Network |Ir'|’[effac:e |

= 10.10.10.2/30 1010100 sfosfopilus

[ ] Passive = 10.20.20.2/30 10.20.20.0 stherl0

& 172.16.2.1/24 172.16.20 bridge 1
Muthentication: | | -
Auth. Key: | |+
Auth. 1D: | | -
Wink: Transit Area: | | -
Wink Neighbor 1D | | -

13 tems

Retransmit Interval: |DD:DD:D5

Transmit Delay: |1
Hello Interval: |00:00:10
Dead Interval: |00:00:40

enabled

Instances  Interface Templates ‘Helfaoes freas  Mfrea Ranges  Static Meighbors  Neighbors  LSA

EE@

|Ir1terfac:es |Area Networks |Network Type |Cost |Priority |Authent|c |v
0 e ospf-area-0 10.10.10.0/30 broadcast 1 128
1 H ospf-area-0 10.20.20.0/30 broadcast 30 128
2 H ospf-area-0 172.16.2.0/24 broadcast 1 128

14. Zauwaz, ze trwa konfigurowanie aktywnego potgczenia do bridgel. Za

chwile zmieni sie na typ potgczenia DR. Pozostate tgcza pojawig sie kiedy

stang sie aktywne - zostang podtgczone.
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Instances | Interface Templates  Interfaces | Areas AreaRanges Static Neighbors  Neighbors LSA -

| Address * | Area [instance ID[State ~ |Cost |Prionity | e
D B2 172.16.2.1%bridge1 ospf-area-0 0 waiting 1 123
1 item

15. Strefa sgsiaddw jest nieaktywna poniewaz nie istnieje zadne potgczenie
pomiedzy routerami. Jak wida¢ ponizej interfejsy Ether10 i SFP-sfpplusl sg
nieaktywne (niepodtgczone).

OSPF =]|E3
Instances | Interface Templates | Interfaces | Areas | Area Ranges | Static Meighbors ~ Meighbors | LSA |
|In§ance 4 |ﬂrea |Mdress |State |Stat&[}'|anges | |v
Ditems

EEE

|Mdress 4 |Network |Ir1teffac:e
= 10.10.10.2/30 10.10.10.0 sfp-sfpplus 7
5 10.20.20.2/30 10.20.20.0 etherld
5 172.16.2.1/24 1721620 bridge 1

3 items

Route List
[#][=] [#][] EmE
| Dst. Address / | Gateway |Distance | Pref. Sou

DIUCH P 10.10.10.0/30 sfp-sfpplus 1
DIUCH b 10.20.20.0/30 ether10
P 172.16.2.0/24 bridge

ooio

ditems out of &

Router R1
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Podtgcz swoj komputer do routera R1 na port Ether2

Odtacz z routera R1 przewdd z portu ETHER1 (jezeli jest podtaczony).

Pozostaw go wolnym - podtgczysz go po zakonczeniu laboratorium.

16. Powtdrz polecenia usuwania domysinych ustawien routera R1 zgodnie z

punktami od 1 do 6 jak to zostato zrobione przy routerze R2
17. Przypisz adresy IP jak na obrazku ponizej do interfejséw, t;j.:
-> 172.16.1.1/24 dla interfejsu bridgel

->10.10.10.1/30 dla interfejsu SFP-sfpplusl

-> 10.20.20.1/30 dla interfejsu Etherl0

Address List = E3
&= = [T
Address Metwork Interface -
w 10.10.10.1/30 10.10.10.0 sio-sfpolus T
v 10.20.20.1/30 10.20.20.0 ether i
= 1721611724 172.16.1.0 bridge1
. »
Jitems

17a*. Zadanie samodzielne (wymagane). Skonfiguruj serwer DHCP na
interfejsie bridgel. W konfiguracji przydziel klientom adresy od 200
do 254 oraz serwer DNS 8.8.8.8.

18. Tak samo jak wczesniej musimy utworzy¢ instancje dla routera R1 |
nadamy identyfikator tego routera na 172.16.1.1 (taki jaki ma adres IP sieci
bridgel ale to nie jest adres IP tylko ID tego routera - réwnie dobrze mogtoby

by¢ to np. ,12” czy inna wartos¢).
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Address List =1{E3

EE@

/ | Network linterface | ¥
% 10.10.10.1/30 10.10.10.0 ho-sfoplus 1
% 10.20.20.1/30 10.20.20.0 ether10
% 172.16.1.1/24 172.16.1.0 bridge 1

Jitems

OSPF [=](E3

hﬁm|ﬂuﬁmmqim|ﬂuﬁm|m|mnmgu|mm|m|m|

#=] [l o] [7]

|Name / |Version  |VRF |Router 1D | -

Mew QSPF Instance

Mame: |uspf—inﬁanc:e—1] | | QK
e Z e |
Router ID: |172.16.1.1] | ¥
Routing Table: | g
Originate Default: | |-
Redistribute: | B g
Remove
Out Fitter Select: | -
Outt Fitter: | | b
In Fitter: | |-
Domain |D: | |-
Domain Tag: | |-
MPLS TE Address: | |-
MPLS TE Area: | |-
enabled |
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Instances | Interface Templates Inteffaces MAreas  Area Ranges  Static Meighbors  Meighbors  LSA
#[=] [l
~ |Name / |Version  |VRF 'Router ID | -
__________ A ospfinstance- 2 main 172.16.1.1
1item
19. Tworzymy przestrzeh AREA 0O
[=1E3
Instances  Intedface Templates  Intefaces /235 | Area Ranges  Static Neighbors | Meighbors | LSA
#[=] [l
|Name 4 |Instance |A.rea D |T3rpe | |Y

Mew OSPF Area

Instance: |uspf-in5tance-ﬂ || ¥ | Cancel

Area ID: [0.0.0.0 |

Apply
Type: |default =]
[ ] No Summaries
Defautt Cost: | - ’W
NSSA Translator: | - Cony

e
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DSPF = E3

Instances  Inteface Templates  Interfaces /Areas | Area Ranges | Static Neighbors | Meighbors | LSA

[+ =] [7]l]

|Name 4 |Ir151ar1ce |Pu'ea D |T'_.fpe |

BN aspf-area-)  ospfinstance-0 0.0.00 defautt

1 item

20. Tworzymy wzorce sieci dla wszystkich sieci jakie sg dostepne na tym
routerze bezposrednio. Najpierw tacze SFP z siecig 10.10.10.0/30.
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EEEEII

f Network
'?'ID 10.10:1/30 10.10.10.0
= 10.20.20.1/30 10.20.20.0
= 17216.1.1/24 172.16.1.0

[=]|E3
A HﬁmTwaﬂ|mm|m|mm|mwm|wm|m|

EEI@II

# | |Intefaces | Networks |Network Type |Cost \Priority | Authertic..|  |*

Q5PF Interface Template

Interfaces: | = oK

Area: |uspf—ar&a-ﬂ ||i| m

MNetworks: | 10.10.10.0/30 s
Network Type: broadcast |

Prefix List: | -
Instance 1D: |0 |
Cost: |1 |
Priority: | 128 |

[] Passive
Authentication: | R4
Auth. Key: | [
Auth. 1D | |-
Wink Transit Area: | |-
Wiink Neighbor ID: | |-
Retransmit Interval: |00:00:05 |
Transmit Delay: |1 |
Hello Interval: |00:00:10 |
Dead Interval: | 00:00:40 |
enabled |

21. Nastepnie sie¢ 10.20.20.0/30 dla tacza ETHER10
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Instances  Interface Templates | Interfaces  Areas  Area Ranges  Static Neighbors |

#[=] [ll=] (=] [v]

#| |Irrterfaces |F¢ea |Networks |Ne‘twor‘r{ Type |Cost
0 e ospf-area-0 10.10.10.0430 broadcast

Q5PF Interface Template

Interfaces: | > | oK
Area: |uspf—area-ﬂ || ¥ | | e
Netwarks: | 10.20.20.0/30 = ronly
Network Type: |broadcast [ =]
e Lt E
Instance 1D: |0 | | Comment |
Cost: | 30| Copy
Priority: [128 W
[ ] Passive
Authentication: | |-
Auth. Key: | |-
Auth . 1D: | |-
Wlink Transit Area: | |-
Wlink Neighbor ID: | |-

Retransmit Interval: [00:00:05

|
Transmit Delay: |1 |
Hello Interval: |00:00:10 |
Dead Interval: |DD:DD:4'I] |

enabled |

22. Na koniec sie¢ 172.16.1.0/24 - czyli sie¢ na bridgel
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OSPF
P InterfaceTemplates|mfam|ms|mnam|3ﬁcﬂﬁgmm|uagmm|m|

Q5PF Interface Template

Interfaces: |
Area: |uspf—area-ﬂ
Networks: | 172.16.1.0/24
Network Type: |broadcast
Prefix List: |
Instance ID: |0

Cost: |1

[#]=] [#][x] [=] .
# | |Ir1terfac:es | Networks \Metwork Type |Cost Priorty | Authertic..| |*
0 e ospf—area-ﬂ 10.10.10.0-30 broadcast 1 1
1 e ospf-area-0 10.20.20.0-30 broadcast a0 128

Priority: | 128

[] Passive

Authentication: |
Muth. Key: |
Auth. 1D: |

Viink Transit Area: |
Vlink Neighbor ID: |

Retransmit Interval: |00:00:05
Transmit Delay: |1

Hello Interval: |00:00:10

Dead Interval: | 00:00:40

enabled |

23. Tak powinien wyglada¢ konhcowy zapis w routerze



https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/Image-032.png

DSPF = E3

Instances Inteface Templates | Interfaces  Areas  Area Ranges  Static Meighbors | Meighbors = LSA
[#][=] [~][52]
H# | |Irrterfaces |.-“|rea |Networks |Ne¢wor‘r: Type |Cost |F‘r1'|::ari'r'_.r |Puthentic...| |V_|
1] an ospf-area-0 10.10.10.0-30 broadcast 1 128
1 He ospf-area-0 10.20.20.0/30 broadcast 30 128
2 - ospf-area-0 172.16.1.0/24 broadcast 1 128
Jitems

24. W opisach interfejsow widac bedzie podobnie jak na routerze R2 ze
konfiguruje sie podsie¢ aktywna czyli bridgel

Instances  Inteface Templatez  Interfaces |F|.reas frea Ranges  Static Meighbors  Meighborz = LSA

h_

|P~ddress & |Area |Instance IO | State Cost |Prinrit:,.r | |"
D RR172.16.1.1%bridge 1 ospf-area-0 0 waiting 1 128 /
1item

25. W strefie sgsiedztwa nic nie ma bo nie ma tgcznosci pomiedzy routerami.
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Address List

# =] [7]l=] =] [7]

|Fl.ddress & |Netwnrk |Ir1terfac:&
= 10.10.10.1/30 10.10.10.0 sfp-sfoplus 1
= 10.20.20.1/30 10.20.20.0 etheril
5 1721611724 172.16.1.0 bridge 1

‘]

3 items

O5PF

Instances  Interface Templates Intefaces Areas Area Ranges  Static Neighbors Neighburs|L5A|

Route List

#=] [l (o] (7]

kd Find ]
|Instar1c:e & |.F|.rea |.F|.ddress |State |Stat& Changes | |v
0 items
= E3

|Find | lal | %]

Dst. Address / | Gateway

| Distance | Pref. Sour‘ -

DIUCH p 10.10.10.0/30
DIUCH p 10.20.20.0/30 ether1d
DAC b 172.16.1.0/24 bridge1

sfip-sfpplus 1

0
0
0

*|

Jitems out of 7

26. Wykonaj podtgczenie z wykorzystaniem Swiattowodu tgczac porty SFP

kazdego z routeréw. Zauwaz ze nastapita procedura uzgodnienia strefy OSPF

w ramach AREAQ - faza TwoWay, a nastepnie ustawi sie status Full.


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/Image-035.png

[=]|E3
Fng

FEEE

Address 7 | Netwark Inteface | *
% 10.10.10.1/30 10.10.10.0 sfp-sfpplus

% 10.20.20.1/30 10.20.20.0 ather10

+ 172.16.1.1/24 172.16.1.0 bridge 1

4
Jitems

OSPF
instances  Inteface Templates Intefaces Areas Area Ranges  Static Neighbors  Neighbors | LSA
id Find |

|Inﬁanc& & |F|ma |Mdress |State |.‘3t.=.|te Changes | |v
D S%pspf4.. ospfaread 1010102 TwoWay 2

1 item

Route List [=l{E3

#][=] [2][=] [=] [7] Frd ][ 3]
Dst. Address / | Gateway \Distance | Pref. Soun ¥

DAC b 10.10.10.0/30 sfp-sfpplus 1 0

DIUCH P 10.20.20.0/30 ether10 0

DAC b 172.16.1.0/24 bridge 1 0

+| »

Jitems out of 9

27. Potgcz porty ETHER10 kazdego z routeréw (ze sobg nawzajem) i zobacz
jak zmienia sie konfiguracja routingu. W ramach Neighbors dojdzie po
ustanowienia statusu FULL i pojawi sie wpis w strefie tablicy routingu o
dostepnej zdalnej sieci 172.16.2.0/24 dostepnej poprzez interfejs SFP
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Address List =l|E3
=[]
Address / | Netwark Inteface | ¥
= 10.10.10.1/30 10.10.10.0 sfp-sfpplus
% 10.20.20.1/30 10.20.20.0 ether10
% 172.16.1.1/24 172.16.1.0 bridge 1
+
Iitems
OSFF =l E3
Instances  Interace Templates Intefaces Areas Area Ranges  Static Neighbors Nagrbors|L5A|
|hst.=.nc:& & |Fu'ea |Md'ess |5tate |3.‘-.te[}1.=.nges | |V
D A8 ospfH.. ospfaread 1020202 TwolWay 2
D B ospfi.. ospfaread 1010102 Full [
2 items
Route List [=](E3
*| =] [Find ] [al ]3]
Dst. Address / | Gateway Distance | Pref. Soun
DAC B 10.10.10.0/30 sfpsfpplus 0
DAC B 10.20.20.0/30 ether10 0
DAC b 172.16.1.0/24 bridge 1 0
DAo b 172.16.2.0/24 10.10.10.2%sfp-sfpplus 1 110
+| »
4 tems out of 12

28. Sytuacja stabilna potgczone struktury OSPF
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Address List [=]|E3

#]=]
Address / | Network Inteface | ¥
% 10.10.10.1/30 10.10.10.0 sfp-sfpplus
% 10.20.20.1/30 10.20.20.0 ether1D

o 172.16.1.1/24 172.16.1.0 bridge1

|
Jitems
DSPF
instances  Inteface Templates  Intefaces Areas Area Ranges  Static Neighbors Neighburs|L5A|
|Inﬁanc& 4 |ﬂrea |Fl.ddress |5tate |Rate Changes | |"
D Rfospfi. ospfareal 10.20.20.2 Full 5
D gBospf4.. ospfaread 10.10.10.2 Full G
2items
Boute List [=](E3
[#][=] []ls%] Frd | [a 3]
Dst. Address / | Gateway Distance | Pref. Soun ¥
DAC P 10.10.10.0430 sfpsfpplus 0
DAC P 10.20.20.0/30 ether1l 0
DAC P 172.16.1.0/24 bridge 0
DAo [ 172.16.2.0/24 10.10.10. 2% sfp-sfpplus 1 110
.| |
4 tems out of 12

29. Ten sam widok z poziomu routera R2 gdzie zauwaz pojawita sie dostepna
za routerem R1 sie¢ 172.16.1.0/24 réwniez dostepna za interfejsem SFP
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Address List

o =] [ e [1]
| Address 7 | Network | Interface
= 10.10.10.2/30 10.10.10.0 sfp-sfpplus 1
5 10.20.20.2/30 10.20.20.0 ether10
5 172.16.2.1/24 172.16.20 bridge1
3 items.
QSPF
Instances  Interface Templates  Intefaces Areas  Area Ranges Static Neighbors Neighbors‘Lsn|
|Instance 4 |.F|rea |Mdre55 |Srtate |Srtate[}'|anges | |v
D S8 ospfi.. ospfarea-0 10.20.20.1 Full 5
D 2% ospfi.. ospfarea-0 10.10.10.1 Full [

2 items

Route List [=]|E3

=] [«]l=] EmE
| Dst. Address / | Gateway |Distance | Pref. Sou v

DAC b 10.10.10.0/30 sfp-sfpplus 0

DAC b 10.20.20.0/30 ether10 0

DAa b 172.16.1.0/24 10.10.10.1%sfp-sfpplus T 110

DAC b 172.16.2.0/24 bridge1 0

.

4 items out of 11

Routery ustabilizowaty sie¢ OSPF z wykorzystaniem tgcza SFP na obu
routerach ze wzgledu na najnizszy koszt transmisji przez te tgcza. Koszt
wynosi na tym taczu 1. Sprawdzimy teraz co sie stanie jesli odtgczymy

potgczenie Swiattowodowe SFP.

30. Odepnij Swiattowdd z jednego z kohcow dowolnego routera i zaobserwuj

jaki bedzie efekt.
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OSPF
Instances = Interface Templates Intefaces  Areas  Area Ranges | Static Neighbors  Meighbors | LSA

hd
|Instar1c:e £ |A.rea |Address State |State Changes |
D RRospfi.. ospf-area0 1020202 Full 5

Ol
=] [¢][=] [=] [¥] Frd @ 3]

|Dst.Address *"|Gateway |D1'sianc:e |F"ref. Snur“'
DIUCH b 10.10.10.0/30 sfp-sfpplusi
DAC p 10.20.20.0/30 ether10
DAC p 172.16.1.0/24 bridge1
DAa p 17216.2.0/24 10.20.20.2%ether10

.
4 tems out of 11
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Instances = Interface Templates  Interfaces  Areas  Area Ranges  Static Neighbors  Meighbors ‘ LSA

|In5tance 4 |Area |Address State |5tate Changes |
0 E®ospfi. ospfaread 10.20.20.1 Full 5

=l |E3]
[#]=] [2]l=] ] 7] [Fro @@ 3]

|Dst.Mdress 4 |Gatewa3|r |D1'stance |Pref. Sodv
DIUCH P 10.10.10.0/30 sfp-sfpplus1 0
DAC p 10.20.20.0/30 ether10 0
DAo p 172.16.1.0/24 10.20.20.1%ether10 110
DAC p 172.16.2.0/24 bridge1 0
+| [*

4 ttems out of 10

Jak wida¢ na obrazku struktura dziata dalej z wykorzystaniem tgcza

zapasowego o koszcie 30 poprzez interfejsy ETHER10

DILUCH p 10.10.10.0/30 sfp-sfpplusi 0
DAC p 10.20.20.0/30 ether1d 0
DA p 17216.1.0/24 10.20.20.1%ether1d 110
DAC b 17216.2.0/24 bridge1 0

Sytuacja ma miejsce na obu routerach, zapewniliSmy nadmiarowos¢ tgcza i

uszkodzenie jednego z nich nie wptywa na stabilno$¢ dziatania sieci.

31. Przywroc¢ potgczenie SFP (Swiattowodowe) i zaobserwuj zmiany. tacze

powinno sie po chwili przywrécic¢ poprzez interfejsy SFP.
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Instances  Interface Templates  Intefaces  Areas  Area Ranges  Static Meighbors NEith075|LS.H.

|Instance 4 |Area |Address |State |State Changes | |v
D EMospfi.. ospf-area-0 1020201 Ful 5
0 EMospfi.. ospf-area-0 10.10.10.1 TwoWay 6 2

= |E3
=] [2]l=] ol [¥] [Frd ] Js]

|Dist. Address /| Gateway |Distance  |Pref. Sou v
DAC P 10.10.10.0/30 sfp-sfpplusT 0
DAC b 10.20.20.0/30 ether10 0
Déo B 172.16.1.0/24 10.20.20.1%ether1 0 6 110
DAC b 172.16.2.0/24 bridge 1 0
.| [ »

4 items out of 11

Trwa odbudowa potaczenia, jeszcze dziata poprzez ETHER1O ale za chwile

wrdci do tacza o nizszym koszcie, czyli SFP

Instances = Interface Templates Intefaces Areas  Area Ranges | Static Neighbors  Meighbors | LSA

|In§anc& 4 |Area |Mdress |State |State Changes | |v
D BE®ospfd.. ospfarca-0 10.20.20.1 Full 5
D EMospfd.. ospf-area-0 10.10.10.1 Full 5

[Tl[x]
(=] [1[] EmE
|Dst. Address / |Gateway |Distance | Pref. Sou/+
DAC p 10.10.10.0/30 sfp-sfpplusT 0
DAC b 10.20.200/30 etherlD 0
DAo b 172.16.1.0/24 10.10.10.1%sfp-sfpplus 110
DAC b 172.16.2.0/24 bridge 1 0
*| [»
4 items out of 11

7/ 7/

Teraz zmienimy parametry OSPF na jednym z tgczy. Wykorzystamy mozliwosc

zabezpieczenia tgcza przed niepowotanym dostepem poprzez utworzenie

uwierzytelnienia w strukturze OSPF. Zmienimy parametr na tgczu SFP i na
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routerze R1 wprowadzimy wymaganie uwierzytelnienia z wykorzystanie

szyfrowania MD5 i wprowadzimy hasto ,123456" z identyfikatorem 1.

32. Otwdrz wzorzec dla sieci 10.10.10.0/30 i wtgcz uwierzytelnienie z

parametrami jak powyzej.

Instances Interface Templates | Interfaces  Areas  Area Ranges  Static Meighbors | Meighbors  LSA

#| =l lv|lx||a] [T

H | | Interfaces |Area | Metworks | MNetwark Type |Cust | Pricrity |P-.L.rther
0o 3" ospf-area0  10.10.10.0430 broadcast 1 128
1 e ospf-area-l 10.20.20.0/30 broadcast 30 128
2 He ospf-area-0 172.16.2.0/24 broadcast 1 128

(Q5PF Interface Template

Interfaces: | | = oK

ﬁrea:|u5pf—area-ﬂ ||i| | Cancal
Networks: | 10.10.10.0/30 =

Metwork Type: |bmadcast " ¥ |

. E —

Instance 1D: |0 | Commert
Cost: |1 |

Priority: | 128 | Hemwe

["] Passive
Authentication: |md5 EPS
Auth. I{EY: | oooooo | ~
| Auth. 1D: [1] s a e
Wiink Transit Area: | |- Distance |

Wlink Neighbor ID: | v

0

0

110

Retransmit Interval: |{H]:D'|]:D5 | 1]
Transmit Delay: |'| |
|

|

Hello Interval: [00:00:10
Dead Interval: |00:00:40

\enabled |

| zatwierdz. Spowoduje to ponowne uszkodzenia tgcza SFP ze wzgledu na
niezgodnos¢ paramentéw komunikacyjnych. WprowadziliSmy wymag

uwierzytelnienia sie i tylko routery znajgce ten parametr beda dziataty.
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33. Na przeciwnym routerze (tj. jesli zmiane zrobite$ na routerze R1 to teraz

na routerze R2 lub odwrotnie) wprowadz te same parametry dla tego tacza.

OSPF powinien na nowo ustawic¢ petng synchronizacje potgczenia OSPF na
Swiattowodzie i przetgczyc¢ sie z ETHER10 ponownie na SFP.

Instances Interface Templates | Interfaces  Areas Area Ranges  Static Meighbors  Neighbors  LSA

EEIEII

|Irrterface5 |.ﬁre.a | Metwarks |Netwurk Type |Cost | Priairity |Fu.rthentic...
U Hs ospf-area-0 10.10.10.0/30 broadcast 1 128 md5
1 an ospf-area-l 10.20.20.0/30 broadcast o 128
2 o ospf-area- 172.16.2.0/24 broadcast 1 128
Po wprowadzeniu hasta
[=1|E3
#=] [ll=] (=] [v] [Fnd _J[a T3]
|Dst. Address & |Gatewa'_f |D1'star1ce |Fre‘f. SGL‘V
DAC p 10.10.10.0/30 sfp-sfpplusi 0
DAC p 10.20.20.0/30 ether10 0
DAa p 172.16.1.0/24 10.20.20.1%ether10 6 110
DAC p 172.16.2.0/24 bridge1 0
+ | »
4 items out of 11

Instances | Inteface Templates  Interfaces  Areas  fArea Fanges  Static Meighbors  Meighbors | LSA

d

| Instance |Fu'ea |Mdmss |State

|State Changes |

D

nf ospf4.. ospfarea-0 10.20.20.2 Full

5

Po wprowadzeniu na drugim routerze tych samych parametrow

Instancez  Inteface Templates  Intefaces  Areas | Area Fanges | Static Meighbors  Meighbors | LSA

d

| Instance |.ﬁrea

|F~ddress State State Changes
D Rfospfi.. ospfaread 10.20.20.2 Full
D  S%ospf4.. ospfaread 10.10.10.2 Full [
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|Dst.Mdress 4| Gateway Distance | Pr
DAC p 10.10.10.0430 sfpsfpplusi 0
DAC p 10.20.20.0430 ether10 0
DAC P 172.16.1.0/24 bridge1 0
DA b 172.16.2.0/24 10.10.10.2%sfp-sfpplus 1 e 110

34. Teraz mozemy wykorzystac site OSPF. Dodamy na routerze R2 nowa siec
poprzez utworzenie bridge2 i nadanie mu klasy adresowej z adresem
172.16.3.1/24.

BfidQE|F-nrts Port Extensions = WLAMNs  MSTls  Port MST Ovemides  Fitters  MNAT  Hosts  MDB

=] [l ] (7] [ oo |

' Name /| Type L2 MTU |MAC Address Protoco...| Tx R
R & bridge Bridge 15592 2C.C8.1B:AB:93:.D7  RSTP 1532 kbps
R & bridge2 Bridge 65535 62:31:04:B8:96:B8 RSTP 24 kbps
=]

|Mdress & |Netwnrk Interface |V

= 10.10.10.2/30 10.10.10.0 sfp-sfpplus1

= 10.20.20.2/30 10.20.20.0 ether10

= 17216.2.1/24 172.16.2.0 bridge1

MNew Address

Interface: |bridg32

35. Utworz zapis nowej sieci w OSPF
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QSPF Interface Template

Interfaces: | oK
Mrea: |ospf-area) =] Cancel
MNetworks: | 172.16.3.0/24 ronly
Network Type: broadcast
iy
Instance 1D: |0 | | Comment |
Cost: |1 | Copy
Priority: | 128 |
[ ] Passive
Muthentication: |
Auth. Key: |
Auth. 1D: |
Wink Transt Area: |

Wink Neighbor ID: |

Retransmit Interval: |DD:{H]:05

Transmit Delay: |1

Hello Interval: |00:00:10

Dead Interval: | 00:00:40

\enabled

Instances  Inteface Templates

Interfaces  Areas  Area Ranges  Static Neighbors  Meighbors  LSA

ElE vl

|Irrteffaces |J"\n=,a

|Ne°tworks

|Ne°twork Type |Cost |F‘rion"ry |A|.rthentic... |"
L ospf-area-0 10.10.10.0/30 broadcast 1 128 md5
1 HH ospf-area-0 10.20.20.0/30 30 128
2 |a8 ospf-area-0 172.16.2.0/24 1 128
3 &f ospf-area-0 172.16.3.0/24 1 128

ditems (1 selected)

Zobacz - routing sam sie zmienit bo rozpoznano nowg sie¢ po stronie routera

R2 i router R1 utworzyt do niej dostep (172.16.3.0/24 poprzez tgcze SFP).
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=13
#[=] [l Frd ]3]
|Dst. Address 4 |Gatewa1_f |D1'star1ce |F‘ref. Suurlv
DAC p 10.10.10.0/30 sfp-sfpplusi 0
DAC p 10.20.20.0/30 ether1l 0
DAC p 17216.1.0/24 bridge 0
DAa p 172.16.2.0/24 10.10.10.2%sfp-=fpplus 110
DAa p 172.16.3.0/24 10.10.10.2%sfp-=fpplus 110
+| »
Sitems out of 13

36. Przypiszemy dostep do internetu w sieci OSPF. W tym celu na routerze R1

otworz do edycji instancje w OSPF i poprawimy wpis dla tego routera.
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@ admin@08:55:31:E0:60:2E (R1) - WinBox (84bit) v7.1.7 on RB40111G5+ 3HacQ2HnD (arm) — O *

Session  Settings  Dashboard

son S ETROE .

& CQuick Set
L CAPsMAN

Sonall DEIEE

— | Address 7 | Network Interface
<+ Wircless D+ 10.0.100.175/. 10.0.1000 etherl

&9 WireGuard = 10.1010.7/30 10.10.10.0 sfp-sfpplusT
%7 Bridge % 10.20201/30 10.20.20.0 stherll
+_ ppP % 17216.11/24  172.16.1.0 bridga1

IPwE
Tt Routing Routes | Fules |

. = Pl

b5 Fies |Dst.Address £ |Gateway |Distance |F‘ref. Source
DAd b 0.000/0 10.0.100.1

= Log DAC b 10.0.1000/24 etherl
&7 RADIUS
3 Tools DAC b 10.20.20.0/30

_ DAC b 172.16.1.0/24
B New Teminal Dho b 17216.20/24  10.10.10.2%sfp-sfpplusT
TRO63 DAo b 17216.3.0/24  10.10.10.2%sfp-sfpplusT
[ LoRa
@ T
@ DotlX
P2 Partition
" Make Supout rif
@ New WinBox

B &t

7 tems out of 16 {1 selected)

|ﬂ5tﬂﬂ°Ei‘HﬂhﬂeTmﬂitﬂs|thms|hﬁs|hﬁngn|ﬂdicNﬁ¢bws|Nﬁ¢bws|LSH|
[#][=] [][]
= Windows |Name 7 |Vesion  |VRF |Router ID :
28 ospfinstance-0 2 main 172.16.1.1

Fiter Rules NAT|Mmg|e|Raw|5uﬁmPnu|Curm:ﬁms|muu|La,ﬁmms|

EE @ |'u Reset Counters ||(0ResetNl Counters | [Find | [al [ =]

# [ |Action | Chain |Src. Address |Dst. Address |Proto... [Src. Pot  |Dst. Pot  |In. Inter...|Out. Int.._|In_ [+
0 i1l masquerade  srcnat

37. Wigcz propagacje routingu do strefy poza OSPF (do Internetu) w opcji

,Originate Default” na wartos¢ ,always”
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Q5PF Instance <ospf-nstance-0=
Name:
Version: |2
VRF: |main
Fouter ID: |172.16.1.1
Routing Table: |

Originate Default: |alwa'_.'s
Redistribute: |

Out Fitter Select: |
Out Fitter: |
In Fitter: |

Domain 10; |

Domain Tag: |

enabled

38. Po zatwierdzeniu router R1 stanie sie urzgdzeniem do ktérego nalezy
kierowad ruch wychodzgcy poza sie¢ OSPF. Podtacz przewdd internetowe do
portu ETHER1 routera R1. Zauwaz co sie zmieni na obu routerach. W
przypadku R1 powstanie wpis dynamiczny, ze port ETHER1 ma nadany z
DHCP od IPS adres IP oraz pojawita sie domysla trasa do sieci zewnetrznych w
Route List.
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39. Na routerze R2 wpis w tablicy routingu dla sieci 0.0.0.0/0 réwniez zostat

dodany automatycznie przez OSPF. Sprawdz w terminalu routera R2 czy

mozesz wykonac ping do adresu np. 8.8.8.8 z routera R2 i to samo zobacz na

routerze R1. Jak zauwazysz na routerze R1 dziata, a na routerze R2 nie.

Czegos brakuje? Tak nie ma ttumaczenia adreséw wewnetrznych IP uzytych w
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OSPF na czesc¢ publiczng w sieci internet. Musimy na routerze R1 wigczy¢
ttumaczenie adresaci czyli NAT.

40. Wiacz w /IP/FIREWALL na routerze R1 w tancuchu NAT maskowanie

»,masquerade” na wszystko co opuszcza sie¢ OSPF.
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Zgtos do prowadzgcego wykonanie laboratorium!!



