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Mikrotik - taczenie segmentéw OSPF AREA poprzez
viink

Celem laboratorium jest wykonanie wielowarstwowej sieci OSPF z dostepem
do wszystkich wykazanych ponizej na rysunku sieci lokalnych i ustawieniem
domysinego routingu do siei RIP (Internetu). Struktura sieci oparta na trzech
strefach OSPF z wykorzystaniem sprzetu rzeczywistego oraz wirtualnego.
Taka strukture czesto napotkamy w podstawowych sieciach korzystajgcych z
dynamicznego routingu - backbone sieci Area0 oraz przypiete 2 sieci
podrzedne Areal i Area2. Ta struktura ttumaczy problem komunikacji
pomiedzy odlegtymi sieciami OSPF oraz konieczno$¢ zapewnienia faczy

wirtualnych do opisania tej struktury.

uuuuuuu

Podtacz sie do routera R1

1. Uruchom skrypt (System / Scripts), ktéry usuwa niepotrzebne ustawienia,
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automatycznie dodaje adres IP do bridgel i ustawia serwer DHCP dla bridgel

w odpowiedniej adresacji dla routera R1.

/ip address remove [find interface=bridgel]
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interface=ether8]
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interface=etherl0]
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interface=WiFi5GHz]
interface=WiFi2.4GHz]

/ip pool remove [find interface=dhcp]

/ip dhcp-server remove [find interface=bridgel]

/ip dhcp-server network remove numbers=0

/ip dhcp-server network remove numbers=1
/ip address add address=172.16.1.1/24 interface=bridgel
/ip pool add name=dhcp-pool ranges=172.16.1.200-172.16.1.254 comment="Lab Sieci

default"

/ip dhcp-server network add address=172.16.1.0/24 gateway=172.16.1.1 dns-

server=8.8.8.8 comment="Lab Sieci default"

/ip dhcp-server add address-pool=dhcp-pool interface=bridgel disabled=no lease-

time=1h

2. Dodaj adres (IP / Addresses) 10.10.10.1/30 do sfp-sfpplusl - bedzie to

nasze potgczenie pomiedzy routerem R1 i R2



Address List 0| x|

= v X O T Find
Address /" INetwork Interface v
D == 10.0.100.168/24 10.0.100.0 ether1
<= 172.16.1.1/24 172.161.0 bridge
3 items (1 selected)
Address =10.10.10.1/30= E m
Address: 1 10.10.10.1/30 0K
Network: v Cancel
Interface: | sip-sioplus 1 ¥ Apply
Disable
Comment
Copy
Remove

enabled ‘

3. Zdefiniuj strukture OSPF (Routing / OSPF) dla AREA 0.0.0.0
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Instances ‘ Interface Templates ‘ Interfaces ‘ Areas ‘ Area Ranges ‘ Static Neighbors | Neighbors ‘ LSA ‘

ﬂ@ﬂﬁﬁﬂ

Routing Table: |

Name ! |Version |VRF |Router ID
New OSPF Instance
Name: |ospf4nstanoe{} | oK
Version: |2 c Cancel
VRF: | main = Apply
Router ID: |172.16.1.1 =]

Redistribute: | v Remove
Out Filter Select | v
Oitems Out Filter: | | v
In Filter: | | v
Domain |D: | | v
Domain Tag: | | hd
MPLS TE Address: | v
MPLS TE Area: | v
‘enabled ‘
OSPF

*=] v =][v]

Instances | Interface Templates ‘ Interfaces Areas ‘Area Ranges ‘ Static Neighbors ‘ Neighbors ‘ LSA ‘

|Name / |Instanoe |Area ID |Type |

New OSPF Area

Name: |ospf—area{} |

Instance: |ospf4'nstanoe.L{} || + | Cancel
AreaID: [0.00.0 | Apply
Type: default =]
|| No Summaries
Default Cost: | | A
NSSA Translator: | v
[ | Transit Capable

I|enabled ‘ ‘transitcapable
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Instances Interface Templates ‘ Interfaces Areas Area Ranges Static Neighbors Neighbors LSA

+ = lvix[aT

#| |Interfaces |Area Networks Network Type | Cost |Pn’on’ty |Authentic...| |v

0 ar ospf-area-0 172.16.1.0/24 broadcast 1 128
1 -2 ospf-area-0 10.10.10.0/30 broadcast 1 128

2 items (1 selected)

Podtacz router R2 (port ETHER2) do karta-port2 i otwdrz nowe okno
WinBOX do tego rutera

4. Wklej skrypt (System / Scripts), ktéry usuwa niepotrzebne ustawienia,
automatycznie dodaje adres IP do bridgel i ustawia serwer DHCP dla bridgel

w odpowiedniej adresacji dla routera R2.

/ip address remove [find interface=bridgel]

/interface bridge port remove [find interface=ether3]
/interface bridge port remove [find interface=ether4]
/interface bridge port remove [find interface=ether5]
/interface bridge port remove [find interface=ether6]
/interface bridge port remove [find interface=ether7]
/interface bridge port remove [find interface=ether8]
/interface bridge port remove [find interface=ether9]
/interface bridge port remove [find interface=etherl0]
/interface bridge port remove [find interface=sfp-sfpplusl]
/interface bridge port remove [find interface=WiFi5GHz]

/interface bridge port remove [find interface=WiFi2.4GHz]
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/ip pool remove [find interface=dhcp]

/ip dhcp-server remove [find interface=bridgel]

/ip dhcp-server network remove numbers=0

/ip dhcp-server network remove numbers=1

/ip address add address=172.16.2.1/24 interface=bridgel

/ip pool add name=dhcp-pool ranges=172.16.2.200-172.16.2.254 comment="Lab Sieci
default"

/ip dhcp-server network add address=172.16.2.0/24 gateway=172.16.2.1 dns-

server=8.8.8.8 comment="Lab Sieci default"

/ip dhcp-server add address-pool=dhcp-pool interface=bridgel disabled=no lease-

time=1h
Script <script1>
Name: | OK
Owner: |a~::|min | SELIE
| Don't Require Permissions Apply
Policy: v/ ftp reboot Comment
read write Copy
policy test Remove
password v/ sniff Run Script

sensitive  |v| romon

Last Time Started: |Jan/02/1970 01:05:50 |

Run Count: |‘I |

Source:

finterface bridge port remove [find interface=ether4] A
finterface bridge port remove [find interface=etherd]

finterface bridge port remove [find interface=ethert]

finterface bridge port remove [find interface=ether?]

finterface bridge port remove [find interface=ethers]

finterface bridge port remove [find interface=ether9]

finterface bridge port remove [find interface=ether10]

finterface bridge port remove [find interface=sfp-sfpplus1]

finterface bridge port remove [find interface=WiFi5GHz]

finterface bridge port remove [find interface=WiFi2. 4GHz]

fip pool remove [find interface=dhcp]

fip dhcp-server remove [find interface=bridge1]

fip dhcp-server network remove numbers=0

fip dhcp-server network remove numbers=1 Vv
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5. Uruchom zatadowany skrypt

Script List

Scripts | Jobs Environment

#+ = (1| Y @ RunScrpt Find
Name /' |Owner Run Count | ¥
resetdef *sys 0
script1 admin 1

2 items (1 selected)

6. Jestesmy na routerze R2, wiec najpierw dodaj adres (IP / Addresses)
10.10.10.2/30 do sfp-sfpplusl (to nasze potaczenie pomiedzy routerem R1 |
R2).
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5 172.162.1/24 1721620

Mew Address

Address: |10.10.10.2/30 |

Metworl: ’—‘

Interface: | sfo-sfookis 7 ||¢ foply

7. Teraz przystapimy do opisu OSPF. Utworz instancje OSPF (Routing / OSPF)

OSPF Em
Instances ‘ Interface Templates Interfaces Areas Area Ranges Static Neighbors Neighbors LSA
EE [2]x]l=) 7]
Name / |Ver5|on |VRF Router ID |v
st ospf-instance-0 2 main 172.16.2.1
1 item

8. Utwérz Area 0
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=] EY

Instances Interface Templates Interfaces Areas ‘Area Ranges Static Neighbors Neighbors LSA

+|=|[v]x][=][Y]

|Name Z |Instance |Area D |Type | |v

New OSPF Area

Name: |ospf—area—[} | OK
Instance: |ospf—instanc&[} || - | Cancel
Area ID- [0.0.0.0) | Apply
Type: | default -
[ | No Summaries
Default Cost: | B¢
NSSA Translator: | R¢
emove
[ | Transit Capable
enabled | |
0 items

9. Ustaw wzorce sieci dostepne na routerze R2 nalezace do Area 0.0.0.0

Instances Interface Templates ‘ Interfaces Areas Area Ranges Static Neighbors Neighbors LSA
[+ =]
# | |Interfaces |Area Networks Network Type  Cost |Pn'on'ty |Authentic...| |v
0 H ospf-area-0 172.16.2.0/24 broadcast 1 128
1 H ospf-area-0 10.10.10.0/30 broadcast 1 128
2 items

10. Wytacz regute Drop na OBYDWU mikrotikach R1 i R2 (IP / Firewall)
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Fiter Rules | NAT Mangle Raw Service Pois  Connections = Address Lists  Layer7 Protocols

IEHEI |f0 Reset Counters ||m Reset All Counters | |Find | all [=]

| Action Chain \Src. Address |Dst. Address |Src. Ad... | Dst. Ad... |Proto... |Src.Pot  Ds¥
o accept  input 1lic...

o accept  input
o accept  input

4 items (1 selected)

10a. Potgcz Swiattowodem mikrotik R1 i R2.

10b. Sprawdz czy na R1 i R2 zostata ustalona struktura OSPF w ramach Area
0.0.0.0 (Routing / OSPF / Neighbors). Jezeli w zaktadce Neighbors nie masz
zadnego wpisu, to oznacza ze wczesniej popetnites btad, przejrzyj na
spokojnie wszystkie wczesniejsze punkty.

[=/E3

Instances Interface Templates Interfaces Areas Area Ranges Static Neighbors Neighbors ‘LSA

|Instance 2 |Area |Address State State Changes |v
D at ospfin... ospf-area-0 10.10.10.2 Full 7

EE .... |Find  |[an %]

|Dst Address / |Gateway |Distance |Pref. Source |v
DAd p 0.0.0.0/0 10.0.100.1 1
DAC p 10.0.100.0/24  etherl 0
DAC p 10.10.10.0/30  sfp-sfpplus1 0
DAC p 172.16.1.0/24  bridgel 0
DAo p 172.16.2.0/24  10.10.10.2%sfp-sfpplus 110

5items out of 12



https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-21-14-13-51.png

Z poziomu routera R2 ta lista wyglada jak ponizej.

=] ~]=]=] 7] Find a1l %

|Dst_ Address Z |Gateway

|Distance |Pref. Source |v

DAo b 0.0.0.0/0 10.10.10.1%sfp-sfpplusT 110
DAC b 10.10.10.0/30  sfp-sfpplusT 0
DAo b 172.16.1.0/24  10.10.10.1%sfp-sfpplusT 110
DAC b 172.162.0/24  bridgel 0

4 items out of 9

11. Router R2 znajduje sie rowniez w AREA 0.0.0.1. Nalezy to uwzgledni¢ w

konfiguracji OSPF. W tym celu zdefiniujemy kolejng Area na tym routerze
(Routing / OSPF / Areas).

New OSPF Area

Name: ospf-area-1 OK

4|

Instance: ospf-instance-0 Cancel

Area ID: [0.0.0.1 e Apply

Type: | default ' 2 Disable
. No Summaries -
D Comment
= Default Cost: L 4 =
Copy
NSSA Translator: b
Remove

|| Transit Capable

enabled ‘

12. W tej przestrzeni jest kolejny interfejs tgczacy router R2 z routerem R3.
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Musimy to opisac po kolei. W pierwszej kolejnosci nadanie adresu IP dla
interfejsu Etherl0. IP dla niego to 10.20.20.1/30

(m] E3
|| = |7 |32 g Find
Address / |Network Interface A
< 10.10.10.2/30 10.10.10.0 sfp-sfpplus
= 172162124 1721620 bridge
ew Address IEIE
Address: | 10.20.20.1/30 OK 0.0/30
Network: v Cancel
ertace: ENETENN 5| | opy
Disable
Comment
Copy
Remove
enabled
-

13. Potem opisanie wzorca w OSPF dla strefy Areal
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Interfaces:
Area:
Networks:
Network Type:
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Instance 1D:
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Priority:
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Auth. Key:
Auth. 1D:

WViink Transit Area:
Viink Neighbor 1D:

Retransmit Interval:
Transmit Delay:

Hello Interval:

OSPF Interface Template

OK

Cancel

Apply
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Comment

Copy
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10.20.20.0/30 =
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A
0
1
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-

v

v

v

v
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|
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ems out of 10

Mamy dwie sieci ze strefy Area0 i jedng sie¢ ze strefy Areal
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OSPF O x|
Instances Interface Templates | Interfaces Areas Area Ranges Static Neighbors Neighbors LSA
+ )
# Interfaces Area Networks Network Type  Cost Priority Authentic... v

0 H ospf-area-0 172.16.2.0/24 broadcast 1 128
1 ] ospf-area-0 10.10.10.0/30 broadcast 1 128
2 - ospf-area-1 10.20.20.0/30 broadcast 1 128

3 items

Potrzebujemy kolejne urzadzenia Mikrotik.

13a. Potacz kablem sieciowym port Etherl0 routera R2 z gniazdem 3 twojego

komputera (Karta-Port3), do ktérej podtgczona jest maszyna wirtualna

Mikrotik - R3.

14. Wykonaj koniecznie przywrécenie Snapshot dla tej maszyny przed

uruchomieniem.
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&)  Mikrotik - R3 - VMware Workstation

File Edit View VM Tabs Help [ ~ o @2 [O08 o

Library * |l & Home ] Mikrotik - R3 ] Mikrotik - R4

£ Type here to search ¥
[C] Mikrotik - R3

= [ My Computer
(] win-01
7] win-02 P> Power on this virtual machine
[—D W (2 Fdit virtual machine settings
(7] Mikrotik - Close Tab ual machine
Mark as Favorite
Rename...
Open VM directory 256 MB
Remove 1
(M Power > 8 GB
Removable Devices Auto detect
Pause Custom (Karta-P...
Send Ctrl+Alt+Del 2 Custom (Karta-P...
Grab Input 3 Host-only
l[__'é) Snapshot > D Take Snapshot...
Capture Screen (5 Revert to Snapshot: Czysty
&2 Manage > 58 Snapshot Manager ;
Install VMware Tools... 1 Czysty 17.01.2023 11:40:07 &
[/ Settings... [description of this virtual _ 3“_3155"_"
m R Taalar Configuration fil:

15. Sprawdz przypisanie maszyny wirtualnej do odpowiednich kart
sieciowych. Maszyna musi mie¢ dwa pierwsze interfejsy przypiete do Custom

Karta-Port3, a trzeci pozostaw Host-only.
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1 Virtual Machine Settings

l Hardware Options

Device Summary Device status
‘ E=IMemory 256 MB Connected
[ [.FProcessors 1 [+] Connect at power on
{ |[=}Hard Disk (IDE) 8GB
i | & co/ovp (1DE) Auto detect Network connection
=8 —
= Network Adapter Custom (Karta-Port-3) (O Bridged: Connected directly to the physical network
1 7 Network Adapter 2 Custom (Karta-Port-3) Reolicate phveical network connection stad
eplicate pnysiCa efwo connecton state
= Notwork Adapter 3 Host-only ' o
| | < Sound Card Auto detect () NAT: Used to share the host's IP address
{ (Ipisplay Auto detect (®) Host-only: A private network shared with the host
{ (O Custom: Specific virtual network
{
1 VMnet0
1 (O LAN segment:
{
{
j LAN Segments... Advanced...
1
]
|
Add... Remove

Jesli jest poprawnie to uruchom maszyne Mikrotik - R3.
Drugiego routera nie uruchamiaj na razie!
Nie logujemy sie do maszyny wirtualne;.

16. Otworz kolejne okno WinBox i wyszukaj router. Znajdziesz go jako inny

typ routera - board bedzie x86.
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@ WinBox (64bit) v3.37 (Addresses) — O X

File Tools
Connect To: | 00:0C:29:BF:7E:6D v/| Keep Password
Login: admin Open In New Window
Password: | **** v| Auto Reconnect

Add/Set Connect To RoMON Connect

1 Managed Neighbors

T Refresh all v
MAC Address IP Address Identity Version Board Uptime v
00:0C:29:13:4F-A1 0.0.0.0 R3 7.6 (stable) Oct/17/2022 10:55:40 x86 00:06:10
2C:C8:1B:9C:D8:BB 10.0.102.1 R2 7.6 (stable) Oct/17/2022 10:55:40 RB4011iGS+5HacQ2HnD 00:49:43
2C:C8:1B:A2:13:AB 172.16.1.1 R1 7.6 (stable) Oct/17/2022 10:55:40 RB4011iGS+5HacQ2HnD 02:41:26

17. Po podtgczeniu jako admin z hastem admin zobaczysz informacje o

systemie licencjonowania. Potwierdz przyciskiem OK.

18. Sprawdz nazwy interfejséw etherl i ether2 na wirtualnym Mikrotiku R3
(Interfaces). W routerze wirtualnym masz 3 interfejsy, na slajdach bedg
pokazywane tylko 2. Zmien nazwy interfejséw w kolejnosci ether4 zamien na
etherl, ether5 zamien na ether2, ale nie zmieniaj nazwy interfejsu ether6.
Interface List =l E3

Interface | Interface List Ethernet EolP Tunnel IP Tunnel GRE Tunnel VLAN VXLAN VRRP VETH MACsec Bonding
L 4 « ¥ ||| | Detect Internet

Name Type Actual MTU  |L2 MTU  |Tx Rx P
R <> etherl Ethernet 1500 0 bps 0 bps
R <> ether2 Ethernet 1500 14.0 kbps 15.7 kbps

19. Utwérz nowg siec bridgel (Add + / Bridge).
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New Interface

General ‘ STP VLAN Status Traffic OK
Name: |[s]gls[s[=3 Cancel
Type: Bridge Apply B
MTU: v Disable
Actual MTU: T
L2 MTU: Copy
MAC Address:
Remove
ARP: |enabled * Torch
ARP Timeout v Reset Traffic Counters
Admin. MAC Address: b d
Ageing Time: | 00:05:00

|| IGMP Snooping
|| DHCP Snooping

Fast Forward

enabled | ‘ | |
e

20. Nadaj adres 172.16.3.1/24 dla bridgel

Address: | 172.16.3.1/24 OK
| Network: v Cancel
Interface: Ii Apply
Disable
Comment
Copy
Remove
enabled
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21. Nadaj dla interfejsu Etherl adres 10.20.20.2/30. Przez ten interfejs

podtgczysz go z interfejsem Etherl0 routera R2.

| = |7 |32 N Find
Address 7 |Netwaork Interface hd

New Address EE
Address: | 10.20.20.2/30 OK
Network: v Cancel
Interface: |ether1 ¥ Apply

Disable
Comment
Copy
Remove

| enabled

TOoA T T Tt

22. Zgodnie ze schematem sieci drugi interfejs (Ether2) musi mie¢ adres
10.30.30.1/30. Nadaj go.
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|| = 7|32 N Find
Address 7 |Network Interface b
== 10.20.20.2/30 1020200 etherl
New Address Elﬂ
Address: 1 10.30.30.1/30 0K
Network: v Cancel
nterface: (TS| | Aopy
Disable
Comment
Copy
Remove
_\enamed \
Address List =] E3
= |7 |32 hid Find
Address 4 |Network Interface b
== 10.20.20.2/30 1020200 etherl
== 10.30.30.1/30 10.30.30.0 ether2
= 172.16.3.1/24 1721630 bridge1
3items

23. Powtarzamy czynnosci OSPF jak dla poprzednich routeréw. Ustanawiamy

Instance dla tego routera oraz definiujemy Areal dla tego routera.
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New OSPF Instance

Name: ospf-instance-1 OK
3 Version: |2 ¥ Cancel
VRF: main ¥ Apply
] _ —
1 Router ID: [172.16.3.1 ¥ Disable
Routing Table: v
9 Comment
Originate Default: v Copy
Redistribute: v Remove
Out Filter Select: b
Out Filter: v
In Filter: v
Domain 1D: v
Domain Tag: v
MPLS TE Address: v
MPLS TE Area: v
i enabled

New OSPF Area

Name: ospf-area-1 OK
Instance: ospf-instance-1 ¥ Cancel
Area |D: |0.0.0.1 Apply
Type: default ¥ Disable
No Summaries
L] Comment
Default Cost: v
Copy
NSSA Translator: v
Remaove
.| Transit Capable
enabled ‘
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24. Teraz opisz sieci na tym routerze w strefie Areal

Instances Interface Templates | Interfaces Areas Area Ranges Static Neighbors Neighbors LSA
+ i
# Interfacer Area Networks Network Type | Cost Priority Authentic... hd
Disable
0 H ospf-area-1 172.16.3.0/24 broadcast 1 128
1 Ha ospf-area-1 10.20.20.0/30 broadcast 1 128
2 items

25. Jesli wszystko do tego momentu zrobite$ poprawnie to routing powinien
wygladac jak ponizej na rysunku. Routery R1, R2, R3 powinny widziec
dostepne sieci. W przeciwnym razie, przejrzyj na spokojnie wszystkie

wczesniejsze punkty konfiguracji i znajdz swdj btad.
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Address List

*|=]lv]s]=]]T]

Address / Network Interface -
102020230 1020200 etherl
4103030130 10.30.30.0 ether2
172163124 172.163.0 bridge

3 items

OSPF
Instances Interface Templates ‘ Interfaces ‘ Areas | Area Ranges ‘ Static Neighbors ‘ Neighbors ‘ LSA ‘

*|=|v]][=]]T]

# | |Interfaces Area Networks Network Type  Cost Prioity  |Authentic | |¥
0 an ospf-area-1 172.16.3.0/24 broadcast 1 128
1 H ospf-area-1 10.20.20.0/30 broadcast 1 128

Route List

+]=] [~ ]=] [Find  |[at |]
|Dst_ Address ! |Gateway |Distance |Pret. Source |v

DAo p 0.0.0.0/0 10.20.20.1%ether 110

DAo p 10.10.10.0/30  10.20.20.1%ether] 110

DAC p 10.20.20.0/30  etherl 0

DAC p 10.30.30.0/30  ether2 0

DAo P 172.16.1.024  10.20.20.1%ether1 110

DAo p 172.16.2.0/24  10.20.20.1%ether1 110

DAC p 172.16.3.0/24  bridgel 0

7 items out of 13

26. Jesli widzisz wszystkie 3 sieci 172.16.x.x/24 to mozesz przystapi¢ do

definicji strefy Area2



New OSPF Area E ﬂ

MName: ospf-area-2 OK
Instance: ospf-instance-1 ¥ Cancel
Area |D: 10002 Apply
Type: default ¥ Disable
No Summaries
D Comment
Default Cost: v
Copy
NSSA Translator: v
Remove
| Transit Capable
enabled | ‘

27. Nastepnie dodamy interfejs (sie¢ tego interfejsu) do Area2 -
10.30.30.0/30

OSPF =] E3
Instances Interface Templates ‘ Interfaces Areas AreaRanges Static Neighbors Neighbors LSA
# | |Interfaces Area Networks Network Type |Cost |Pn'on'ty |Authentic... | |v
0 H ospf-area-1 172.16.3.0/24 broadcast 1 128
1 ar ospf-area-1 10.20.20.0/30 broadcast 1 128
2 Hs ospf-area-2 10.30.30.0/30 broadcast e 1 128
3 items

Instances Interface Templates Interfaces ‘Areas Area Ranges Static Neighbors Neighbors LSA

|Address ! |Area ||nstanceID|State Cost |Pn’0n’ty | e
D 2% 10.20.20.2%et... ospf-area-1 0dr 1 128
D 2% 10.30.30.1%et... ospf-area-2 0 waiting 1 128
D 2% 172.16.3.0%bri... ospf-area-1 Odr 1 128
3items

28. System OSPF oczekuje na odpowiednie potaczenie kolejnego routera.

Przechodzimy do VMware Workstation i przygotowujemy maszyne Mikrotik -


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-10-08-04.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-10-09-36.png

R4.
29. Wykonaj otworzenie ze snapshoot jak w pkt 14 dla maszyny Mikrotik - R3

30. Maszyna musi mie¢ dwa pierwsze interfejsy przypiete do Custom Karta-
Port3, a trzeci interfejs zostaw jako Host-only.

31. Wiacz jg i wykonaj kolejne podtgczenie z aplikacji WinBox.

Managed Neighbors |

VIAC Address IP Address /Identity \Version Board Uptime A
J00C29E0T8ED 0000 R4 756 (stable) Oct/17/2022 105540 X686 000153
200C29134FA1 0000 R3 76 (stable) Oct/1712022 10-5540 X66 00:05:46
XCCHIBICDEBB 1001021 R2 7.6 (stable) Oct/17/2022 105540 RB4011IGS+5HacQ2HND 00:49:19
XCCHIBAZIIAB 1721611 R 7.6 (stable) Oct/17/2022 105540 RB4011IGS+5HacQ2HND 02:41:03

32. Utworz bridgel

Bridge |Ports Port Extensions VLANs MSTIs Port MST Overrides Filters NAT Hosts MDB

* =] [v]5] [=][T]] setings | [Fir

Name /| Type L2MTU | MAC Address Protocol_|Tx Rx
R & bridgeT Bridge 65535 BA6B:3B:37.389E  RSTP 0 bps

33. Sprawdz nazwy interfejsow - powinny by¢ Etherl i Ether2. Jesli jest

inaczej nadaj im odpowiednie nazwy

Interface List

\ntel'face‘lnterfaceust Ethernet EolP Tunnel IP Tunnel GRE Tunnel VLAN VXLAN VRRP VETH MACsec Bonding LTE VRF

[#~]=[]¢][] [T ] [ Detoct mtmet | [Fine

IName ! [Type Actual MTU L2 MTU Tx Rx TxPacket (pls)  RxPacket(pls)  |FI
R & bridge1 Bridge 1500 65535 Obps 0bps
R <« etherl Ethernet 1500 Obps 14.4 kbps 0 20
R «» ether2 Ethernet 1500 32.2 kbps 14 .4 kbps 5 20

34. Nadaj odpowiednie adresy IP zgodnie ze schematem sieci.


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2023/01/2023-01-17-13-21-59.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-10-16-59.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-10-18-10.png

Address List

(=] 32 i Find
Address / |Netwark Interface v
= 10.30.30.2/30 10.30.30.0 ether
= 172.16.4.1/24 172.164.0 bridge

2 items

35. Dodaj odpowiednio Instances i Area

Instances | Interface Templates Interfaces Areas Area Ranges Static Neighbors Neighbors LSA

EEIIII

Name # |Ver5|on |VRF Router 1D
=8 ospf-instance-1 2 main 172.16.4.1

Instances Interface Templates Interfaces Areas |Area Ranges Static Neighbors MNeighbors LSA

EEIIII

Name ! ||nstance |Area ID |Type | |v
=t ospf-area-2 ospfinstance-1 0.0.0.2 default

36. Dodaj wzorce sieci dostepnych w tej strefie


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-11-17-51.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-11-21-31.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-11-30-20.png

Instances |Interface Templates ‘Interlaces Areas Area Ranges Static Neighbors Neighbors LSA

*]=][2]=][=] 7]

# | |Interfaces |Area Networks Network Type |Cost |Pn’on’ty |Authentic... | |v
0 e ospf-area-2 10.30.30.0/30 broadcast 1 128
1 H ospf-area-2 172.16.4.0/24 broadcast 1 128

Sie¢ OSPF powinna zosta¢ ustanowiona i potagczona

Instances Interface Templates Interfaces ‘Areas Area Ranges Static Neighbors Neighbors LSA

|Address & |Area |InstanceID|State Cost |Priority | |v
D 2% 10.30.30.2%et... ospf-area-2 0 bdr 1 128
D 2% 172.16.4.1%bri... ospf-area-2 Odr 1 128

Instances Interface Templates Interfaces Areas Area Ranges Static Neighbors Neighbors ‘LSA

|Instance ! |Area |Address State State Changes |v
D =t ospf-in... ospf-area-2 10.30.30.1 Full 6 E

37. Jezeli wszystko zostato podtgczone prawidtowo i skonfigurowane to tablice

routingu poszczegdlnych routeréw beda nastepujace:


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-11-32-17.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-11-32-59.png
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-11-33-43.png

=lghd

B[]

NETRNED

|Gateway

|D1'sta... |F‘re...|"

p 0.0.0.0/0

p 10.0.100.0/24
p 10.10.10.0/30
p 10.20.20.0/30
P 17216.1.0/24
P 17216.2.0/24
p 172.16.3.0/24

10.0.100.1

etherl
sfp-afppluz1
10.10.10.2%sfp-...
bridge1
10.10.10.2%sfp-...
10.10.10.2%sfp-...

1
0
0
0

1

0
10
110

7items out of 14

R2
#=] [2]l%] =] [¥]

]| E3

e ¥

[Find

|Dst. Address

4 |Gatewa3r

Do
DAC
DAC
DAo
DAC
DAo

p 0.0.0.0/0

p 10.10.10.0/30
b 10.20.20.0/30
p 172.16.1.0/24
p 172.16.2.0/24
P 172.16.3.0/24

10.10.10.1%sfp-...

sfp-sfpplus1
ether1(

10.10.10.1%sfp-..

bridge1

10.20.20.2%eth...

|Distance |F"I'E5f||"
1

Gitems out of 13

R3 O]
[#][=] [«]=] =] [¥] Fe 1@ =

|Dst. Address /| Gateway |Di... |Pref|
P 10.20.20.0/30 ether] 0
b 10.30.30.0/30 ether2 0
b 172.16.3.0/24  bridgeT 0
b 172.16.4.0/24  10.30.30.2%ther2 110

R4 ]
[#[=] [2=] @l 7] Fe & =

|Dst. Address /| Gateway Dis.... |Pref| ¥
DAc P 102020.0/30 10.30.30.T%etherl 110
DAC D 10.30.30.0/30 etherl 0
DAc D 172163024 10.30.30.1%etherl 110
DAC D 172.16.4.0/24 bridge] 0

DAC
DAC
DAC
DAo

4 jtems out of 10
4 jtems out of 10

We wszystkich tablicach routingu czegos brakuje. R1 i R2 widzg sieci
172.16.1.0/24, 172.16.2.0/24 1 172.16.3.0/24 ale nie widzg sieci
172.16.4.0/24. Routery R3 i R4 widzg sieci 172.16.2.0/24, 172.16.3.0/24 i
172.16.4.0/24 jednak nie widzg sieci 172.16.1.0/24. Wszystko z powodu tego
ze nie ma zadnego z routerdow ktéry bytby pomiedzy Area 0.0.0.0 i Area
0.0.0.2. Musimy w jakis spos6b przekazac te informacje wykorzystujac Area
0.0.0.1

Zrobimy to poprzez link wirtualny (Virtual Link) pomiedzy routerami R2 i R3

i pmyp o apy Virtual Router
vLink

vvvvvvvvvvvvvv

38. Na routerze R2 ustaw w Interface Templates link wirtualny jak ponizej


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2024/01/Mikrotik-lab-05-2vlink-2048x631-1.jpg

OSPF Interface Template

Interfaces: - OK
Area: |ospf-area-0 * Cancel
Networks: = Apply
Network Type: virtual link ¥ Enable
Prefix List: v Comment
Instance ID: 0 T
Cost: |1 Remove
Priority: | 128
Passive
Authentication: v
Auth. Key: v
Auth. |D: v
Vlink Transit Area: ospf-area-1 ¥ a
Viink Neighbor ID: | 172.16.3.1 -
Retransmit Interval: |00:00:05
Transmit Delay: | 1
Hello Interval: | 00:00:10
4
disabled

W polach Vlink Transit Area podajemy tg przez ktérg ta informacja przeleci
czyli Area 0.0.0.1, w polu Vlink Neighbor ID podajemy identyfikator routera na
drugim koncu tej strefy czyli routera R3.

39. Na routerze R3 robimy to samo, czyli wskazemy router R2 jednak musimy
zrobi¢ cos dodatkowego. Przekazywanie informacji dotyczy wytgcznie

backbone czyli area 0.0.0.0 Musimy jg dodatkowo utworzy¢ na routerze R3.


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-17-26-27.png

OSPF Area <ospf-area-0>

f Name: OK
1
| Instance: ospf-instance-1 * Cancel
ArealD: (0000 Apply
| Type: | default ¥ Disable
| No Summaries
I D Comment
Default Cost: v
Copy
NSSA Translator: v
Remove

|| Transit Capable

1Ly

e enabled ‘

40. Nastepnie dodac link wirtualny przez strefe Area 0.0.0.1 jak ponizej
podajgc jako Vlink Neighbor ID router R2


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-17-30-14.png

OSPF Interface Template

Interfaces: v  * OK
] Area: ospf-area-0 * Cancel
Networks: = Apply
3 Network Type: virtual link ¥ Enable
_ Prefix List: v Comment
'_' Instance 1D: |0 Copy
!
) Cost: |1 Remove
: Priority: | 128
|| Passive
Authentication: v
Auth. Key: v
Auth. 1D: v
Vlink Transit Area: | ospf-area-1 ¥ A
Vlink Neighbor ID: | 172.16.2.1 -
Retransmit Interval: 00:00:05
Transmit Delay: |1
Hello Interval: | 00:00:10
4
- disabled

41. Po wtaczeniu Vlink tablice routingu ulegng zmianie i beda nastepujace:


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-17-31-17.png

#[=] []l] =] [v]

|Find

| [al

£

#[=] [l =] [v]

[Find

|l |#]

| Dst. Address

& |Eateway

|Dista... |F‘r&...|"

| Dst. Address

& |Eateway

|Distar1ce|FrEf....||"

DAd
DAC
DAC
Do
DAo
DAC
DAo
DAo
DAo

b 0.0.0.0/0

b 10.0.100.0/24
B 10.10.10.0/30
b 10.20.20.0/30
b 10.30.30.0/30
B 172.16.1.0/24
b 172.16.2.0/24
b 172.163.0/24
b 172.16.4.0/24

10.0.100.1
etherl
sfp-afpplus

10.10.10.2%sfp-...
10.10.10.2%sfp-...

bridge1

10.10.10.2%sfp-...
10.10.10.2%sfp-...
10.10.10.2%sfp-...

DAo
DAC
DAC
Do
DAo
DAC
DAo
Dho

b 0.00.0/0

b 10.10.10.0/30
b 10.20.20.0/30
b 10.30.30.0/30
b 172.16.1.0/24
B 172.16.2.0/24
b 172.16.3.0/24
B 172.16.4.0/24

1010101 %sfp-...

stp-sfpplus
ether10

10.20.20.2%eth...
1010101 %sfp-...

bridge1

10.20.20.2%eth...
10.20.20.2%eth...

1o
0
0
10
10
0
10
10

8 items out of 15

Sitems out of 16

[#[=] [2][z] [e] [¥] [Find

e |#]

|Dst. Address

& |Eateway

Di... |Pref| v

Dho
DAa
DAC
DAC
DAo
Dha
DAC
Dho

b 00000

b 10.10.10.0/30
b 10.20.20.0/30
b 10.30.30.0/30
b 172.16.1.0/24
b 172.16.2.0/24
b 172.16.3.0/24
b 172.16.4.0/24

102020 1%ethert 110
10.20.20.1%ethert 110
etherl 0
ether2 0
10.20.20.1%ether1 110
10.20.20.1%ether1 110
bridge1 0
1030030 Zietherz 110

ACNE]

[#[=] [2]x] ] [7] [Fno

Dst. Address

4 |Eateway

|Dis.... | Pref| =

DAo
DAo
DAo
DAC
DAo
DAo
DAo
DAC

b 0.0.0.0/0

b 10.10.10.0430
p 10.20.20.0430
b 10.30.30.0430
b 172.16.1.0/24
b 172.16.2.0/24
b 172.16.3.0/24
B 172.16.4.0/24

10.30.30.1%ether
10.30.30.1%ether
10.30.30.1%ether
etherl

10.30.30 1%ether
10.30.20.1%ether
10.30.30.1%ether
bridge1

10
10
110

0
110
10
10

0

8items out of 14 Bitems out of 14

42. Sprawdz czy jest ustawione maskowanie adreséw NAT na routerze R1 w

firewall

Firewall

Filter Rules NAT‘Mar@e‘Raw‘SeMcePorts‘Connecﬁons‘AddessLists‘Layer?Pml(x:ols‘

EE .E . . ‘(o Reset Counters Hl:o Reset All Counters ‘

Src. Address |Dst. Address |Src. Ad...

NAT Rule <>

Exira Action ‘Staﬁsﬁ(s‘ |

Advanced 0K

Cancel
Apply

Log Prefix: | Disable

To Ports: |

Copy

Remove

Reset Counters

| |
| |
| |
| |
‘ Comment ‘
| |
| |
| |
‘ Reset All Counters ‘

.
1item (1 selected)

| cata struktura powinna miec dostep do internetu.


https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/2022-11-22-17-37-36.png

43. Sprawdz na kazdym routerze (New Terminal), czy masz dostep do

internetu.



