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. TUNELOWANIE

Celem laboratorium jest skonfigurowanie przekierowanie portéw (port
forwarding) z wykorzystaniem urzadzenia Mikrotik. Wykorzystamy w tym celu
dwie maszyny wirtualne Winl i Win2, ktére postuza do zestawienia potgczenia
Remote Desktop Services (RDS, port 3389/tcp) do maszyny Win2 (siec

lokalna) z maszyny Winl bedgcej poza siecig lokalng (z tacza zewnetrznego).
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1. Podtagcz komputer (krosownica portl) do twojego prywatnego switch a
nastepnie kolejny port switcha do routera R1 na porcie Ether2 (wykonaj reset

do konfiguracji domysinej)

2. Podtgcz port 2 komputera (krosownica) do przetacznika sieciowego

(48-portow) w wolny port.
3. Podtacz port 3 komputera (krosownica) do portu Ether3 w routerze.
4. Podtagcz router R1 (port Etherl) do Internetu.

5. Uruchom VMware Workstation. Przywro¢ migawke dla obu maszyn win-01 i

win-02, aby miaty ustawienia domysine

= P~ FOWer On TNIS Virtual macnine
m]wigo2 I
1M Close Tab | machine settings
CTM Mark as Favorite his virtual machine
Rename...
Open VM directory
Remove 4GB
() Power > P 2
Removable Devices (NVMe) 60 GB
Pause SATA) Using file C\sk\i...
Send Ctrl+Alt+Del Adapter NAT
Grab Input roller Present
[ Snapshot > (D Take Snapshot...
Capture Screen (5 Revert to Snapshot: Gotowa
& Manage > 48 Snapshot Manager
Install VMware Tools... 1 Gotowa 22.09.2022 14:24:02

[/ Settings...

- ryperere—we-enter a description of this virtual

6. Zmien ustawienia maszyn wirtualnych, tak aby
- maszyna win-01 byta podtgczona do Karta-Port2,

- maszyna win-02 byta podtgczona do Karta-Port3.
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Wtacz obydwie maszyny.

Virtual Machine Settings

Hardware QOptions

Device Summary
Memory 4GB
éméprocessors 2
[\ Hard Disk (NVMe) 60 GB
CD/DVD (SATA) Using file C:\sk\iso\Windows ...
! N otwork Adapter Custom (Karta-Port-2)
USB Controller Present
< Sound Card Auto detect
fn Printer Present
[_Ipisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state

() NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(®) Custom: Specific virtual network

Karta-Port-2
(O LAN segment:

LAN Segments...

Cancel

Advanced...

Help

7. Przejdz do routera R1 i wykonaj nastepujgce czynnosci:

a) Ustaw DHCP-Client na porcie Etherl

b) Dodaj interfejs Bridge i przypisz do niego port Ether3

c) Nadaj adres IP dla bridgel 10.10.100.1/24

d) Skonfiguruj serwer DHCP na interfejsie bridgel
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e) W menu IP->Firewall w zaktadce NAT utwdrz maskowanie adresow IP

»,masquerade” dla pakietdéw wychodzacych przez Etherl (link).

f) W tym samym miejscu utwérz tunelowanie do win-02 (port forwarding):

- Chain: dstnat,

- Protocol: 6 (tcp),

- Dst. port: 3389 (ustuga pulpitu zdalnego),

- In. Interface: etherl (dla interfejsu wchodzgcego)

- Action / Action: dst-nat

- Action / To Addresses: adres IP maszyny win-02 (ustal poleceniem ipconfig
w wierszu polecen ,Command Prompt” w maszynie win-02, jezeli twoj adres
to 169.254.x.x to znaczy ze maszyna win-02 nie pobrata prawidtowego adresu
z serwera DHCP),

- Action / To Ports: 3389.


https://maciejroszkowski.pl/mikrotik-konfiguracja-dhcp/#nat

Mew MAT Rule

General |Mv.=.nc:ed Extra Action Statistics

[ o |
Chain: |dstr1at || ¥ | Cancel |
Src. Address: | |- | Apply |
Dst. Address: | |- -
Src. Address List: | | = | e |
Dst. Address List: | |- | e |
Copy
Protocol: [ | |6 ttcp) S | |
Src. Port: | | - | Remove |
Dst. Port: [] |3389 |« | Reset Counters |
Any. Port: | |- | Reset Al Counters |
In. Interface: [ | |Eoasd
Out. Interface: | |-
In. Interface List: | |-
Out. Interface List: | |-
Packet Mark: | |-
Connection Mark: | |-
Routing Mark: | |-
Connection Type: | |-

enabled
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Mew MAT Rule

General Advanced Edra Action | Statistics | oK |
Action: |dst-nat =] | Cancel |
[ | Log | Apply |
Log Prefic: | v || Disable |
To Addresses: [10.10.100.xx |a || Comment |
To Ports: |3389] | a | Copy |
| Remove |
| Reset Counters |
| Reset All Counters |
\enabled |

8. Na maszynie win-02 skonfiguruj mozliwos¢ podtgczania sie do pulpitu

zdalnego
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& Settings
T System > About |
[ ] Local Account
win-02
Find a setting Q VMware?,1
| B System ® Device specifications
9 Bluetooth & devices
Device name win-02
¥ Network & internet Processor Intel(R) Core(TM) i7-7700K CPU @ 4.20GHz 4.20 GHz (2 processors)
e Installed RAM 4.00GB
/ Personalization . B N
Device 1D CC38CB43-FE83-4C46-879B-130A21889175
B feps Product ID 00328-10000-00001-AA216
o System type 64-bit operating system, x64-based processor
L ccoln = Pen and touch No pen or touch input is available for this display
"»’ Time & language
Related links  Domain or workgroup ~ System protection || Advanced system settings
#® Gaming
X Accessibility == Windows specifications
W Privacy & security
Edition Windows 11 Education
@ Windows Update Version 29H2
Installed on 8/22/2022
OS build 22621.382
Experience Windows Feature Experience Pack 1000.22632.1000.0

Microsoft Services Agreement
Microsoft Software License Terms

Related

p Product key and activation
Change product key or upgrade your edition of Windows

System Properties ot

Computer Name Hardware Advanced  System Protection Femote

9. Dodaj uzytkownika do systemu win-02 aby méc na

Remote Assistance

[ ] Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer
QD Allow remote connections to this computer

[ Mlow connections only from computers running Remote
Desktop with Metwork Level Authentication {recommended)

Help me choose Select Users...

QK Cancel Apply

Rename this PC

Copy -~
Copy -~
>

niego potaczyc sie na
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koniec laboratorium.

net user userl userl /add

Bl Administrator: Command Prompt

: \Windows\System32>net user userl userl /add
he command completed successfully.

: \Windows\System32>_

net localgroup administrators userl /add

C:\Windows\System32>net localgroup administrators userl /add
The command completed successfully.

C:\Windows\System32>_

Utworzytes konto userl z hastem userl oraz dodate$ go do grupy

administratorow tego komputera

10. Z maszyny win-01 uruchom potgczanie pulpitu zdalnego na adres routera

R1. Adres routera sprawdz w /IP/ADDRESSES przypisany na porcie Etherl

Address List =l E3
+ i
Address Metwork Interface -
‘D Q0.0.1 33.14@24 10.0.138.0 ether? |
10.10.10.1/24 10.10.10.0 bridge1

2 tems

11. Powinna nastgpic inicjalizacja pulpitu zdalnego do maszyny win-02
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Q remote| Desktop Connection

All Apps Documents Web  More ~

Best match

I *_ Remote Desktop Connection
& App

Settings
v Remote desktop settings >

i Remote Desktop Developer

. >
Settings
3:] RemoteApp and Desktop N
= Connections
o= Allow Remote Assistance ¥
invitations to be sent from this
3.3] Access Remotefpp and desktops >
1L Enable Device Portal P
< Select users that can remotely N
access this PC
Search the web
O remote - See web results >

Eg] Podtaczanie pulpitu zdalnego —

| Podtaczanie
>¢) pulpitu zdalnego

Komputer: | abeocd W |

Mazwa uzytkownika: Mie okreslono

Podczas laczenia zostanie wyswietlony monit o podanie
poswiadczen.
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Pin to Start

Pin to taskbar
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. . *
== Windows Security

Enter your credentials

These credentials will be used to connect to 10.0.100.213.

|_| Remember me

12. Uzyj konta userl i jego hasta do podtaczenia sie z drugim komputerem

(maszyng win-02)

13. Potwierdz certyfikat stacji do ktérej wykonujesz potaczenie. Potwierdz
wylogowanie domysinie zalogowanego uzytkownika i zatwierdz kolejne

ekrany tak zeby uzyskac potaczenie zdalnego pulpitu.

%> Remote Desktop Connection X

i\ﬁ The identity of the remote computer cannot be verified. Do
/  you want to connect anyway?

The remote computer could not be authenticated due to problems with its
securty cerificate. f may be unsafe to proceed.

Cerificate name

_EJ MName in the certificate from the remote computer:
win-02

Cernificate emors

The following emors were encountered while validating the remote
computer’s certificate:

A The cerificate is not from a trusted cerifying authority.

Do you want to connect despite these cerfficate emors?

[ ] Don't ask me again for connections to this computer

View certfficate... Yes
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userl

Another user is signed in. If you continue, they’'ll be disconnected. Do you want to sign in anyway?

Please wait for WIN-02\User to respond.
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Remote Desktop Connection

Do you want to allow WIN-02\user1 to connect to this machine?
Click OK to disconnect your session immediately or click Cancel to stay connected.

Mo action will disconnect your session in 30 seconds.

Welcome
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Let Microsoft and apps use your location

Choaose your settings, then select Accept to save them. Check the Learn
more link for info on these settings, how to change them, how Windows
helps protect you from unsafe apps and web content, and the related
data transfers and uses.

@ Yes
2 ' @ J Get location-based experiences like directions and weather. Let Windows &
A apps request your location. Microsoft will use location data to improve

location services.

You won't be able to get location-based experiences like directions and
weather or enjoy other services that require your location to work.
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Q. Type here to search

Pinned All apps >
Edge Mail Calendar Microsoft Store Photos Settings
LIIX] r
i E &% o B
Calculator Clock Notepad Paint File Explorer Movies & TV

O

Tips

Recommended

U

Get Started
Welcome to Windows

>

usert ()
m Qe O .C8

14. Roztacz pulpit zdalny. Przekierowanie portéw mozna wykona¢ do wielu
komputerdw za routerem, tylko dla kazdego z nich trzeba ustawi¢ inny numer
portu na ktérym nawigzesz potgczenie. Zmieh w NAT Rule parametr ,Dst.
port” z 3389 na 9000. Ponownie nawigz potagczenie z pulpitem zdalnym.

Tym razem potgcz sie na porcie a.b.c.d:9000
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Filter Rules NAT|Ma1gie Raw Servics

#=] lv] %] @] 7] o

H | |.P~dior1 |l:1"|air1 |Sr
0 4| masquerade srcnat
1 i dstnat
+|
2 items (1 selected)

% Podtaczanie pulpitu zdalnego

Q Podiaczanie
~>¢<) pulpitu zdalnego

MAT Rule «3389:

General ‘Mva’md Extra Action Statistics

Chain: |d5tnat ||3| Cancel
Src.ﬁddress:l | hd | Apply |
n. Inte
Dst. Address: | | -
Src. Address List: | | -
Dst. Address List: | | -
Protocol: [ |6 ttcp) [E2R
Src. Port: | | -
Dst. Port: [ (5000 | &
Any. Port: | | v Reset All Counters
In. Interface: [ | |efher? [EPS
Out. Interface: | | hd
In. Interface List: | | -
Out. Interface List: | | -
Packet Mark: | | - —

Connection Mark: |

Routing Mark: |

Connection Type: |

Komputer: | ab.cd:5000

MNazwa uzytkownika: Mie okreslono

Podczas laczenia zostanie wyswistlony manit o podanie

poswiadczen.

'f:, Pokai opcie

Pomoc

14a. Roztacz pulpit zdalny. Przejdz do nastepnych punktéw laboratorium.

Il. WYKORZYSTANIE LIST - Honeypot

15. W oknie FireWall przejdz do zaktadki ,Filter Rules”. Ustawimy Honeypot
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(putapke) na jednym z portéw czesto skanowanych w sieci w celu ataku.
Musimy utworzyc kilka wpisdw (w kolejnosci odwrotnej bo reguty FireWall
przetwarzane sg sekwencyjnie) pozwalajacych na wychwytywanie tylko tych
adresow IP ktore kilkukrotnie beda prébowac sie tgczy¢ na nasz router.

a) Utwdrz regute na tancuchu ,input”, protokét TCP, port docelowy ,22", stan
potaczenia ,Connection State” nowy ,new” z akcjg ,add src to address list”,
do listy np.”ssh_stagel” w polu ,Address List” (trzeba wpisac z reki) i czasem

przebywania w liscie 5min , Timeout” 00:05:00

Mew Firewall Rule = E3

General | Advanced Edra Action Statistics | oK |

Chain: |input ¥ | Cancel |

Src. Address: - | Apply |
Dst. Address: -

| Disable |
Src. Address List: -

C it

Dst. Address List: - | omme |

| Copy |
Protocal: & ttep) ¥ | -~

| Remowve |
Src. Port: -

Dst. Port: 27 - | Reset Courters |

Any. Port: - | Reset All Counters |
In. Interface: -
Out. Interface: hd
In. Interface List: -
Out. Interface List: -
Packet Mark: -
Connection Mark: -
Routing Mark: -
Connection Type: -
Connection State: invalid established related [v] DEw untracked s
Connection NAT State: -

enabled
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Mew Firewall Rule

General Advanced Bxra Action | Statistics | oK |
Action: |add src to address list [ Cancel |

[ Log | Aoy |

Log Prefix: | v || Dsale |
Address List: [ssh_stage1 3] | Comment |
Timeout: |00:05:00 [#] ]| | Copy |

| Remove |

| Reset Counters |

| Reset All Counters |

b) Utwdrz kolejng regute jak w pkt a tylko dodamy zaleznos¢ dotyczaca listy
tj. jesli jest w liscie ssh_stagel i ponownie sie potgczyt do serwisu SSH to

przeniesiemy go do kolejnej listy ssh_stage2 z czasem przebywanie 10min.
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Mew Firewall Rule

General | Advanced Extra Action Statistics | oK |
Chain: [ #] | Cancel |
Src. Address: | - | Apply |
Dst. Address: | |-
| Disable |
Src. Address List: [ | |ssh_stage1 |%| =
Dst. Address List: | |- | — |
| Copy |
Protocal: [ |Eﬁcp} " ;| -~
| Remave |
Src. Port: | |-
Dst. Port: [ ] [22 | & | Reset Counters |
Any. Port: | | = | Reset All Counters |
In. Interface: | -
Out. Interface: | |-
In. Interface List: | |-
Out. Interface List: | |-
Packet Mark: | B
Connection Mark: | |-
Routing Mark: | R4
Connection Type: | -
Connection State: [ | [ |invalid [ | established [ | related new [ |untracked -
Connection NAT State: | |-

enabled
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Mew Firewall Rule

General Advanced Edra  Action | Statistics | OK |
Action: |add src to address list [ Cancel |
[ | Log | Aoply |
Log Prefi: | v || Dsale |
Address List: [ssh_stage2 3] | Comment |
Timeout: [00:10.00 [#]| [ coy |
| Remove |
| Reset Counters |
| Reset All Counters |

enabled |

C) reguta utworzyta sie domyslinie na koncu listy, co spowodowatoby
niepoprawne dziatanie. Musimy ja przesung¢ do gory. Zaznacz regute myszka

| przeciagnij jg wyze;.

Firewall

Filter Rules | MAT Mangle Raw Service Pots Connections Address Lists  Layer/ Protocols

EIEI E |(O Reset Counters ||(O Reset All Counters ‘

# | |Action Chain |Src. Address | Dst. Address |Src. Address L...|Dst. Ad... | Proto... |Src. Port  |Dst. Port  |In. Inter...|C
0 ct add srcto address list  input & ftop) 22
1 _* add src to address list  input ssh_stage1 6 ftcp) 2
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Firewall

Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists ~ Layer7 Protocals

EE E |(O Reset Counters ||(0 Reset Al Counters |

# | |Action |Chain |Src. Address |Dst. Address |Src. Address L. |Dst. Ad.. [Proto... [Src. Port  |Dst. Port  |In. Inter...|Out. Int... [In. Inter...[¢
0 *addsctoaddresslist  input ssh_stagel E ficp) 2
1 + add src to address list  input B ftcp) 22

d) dodamy ostatnig regute list ,ssh_blacklist” ktérg wykorzystamy w kolejnej
(nastepnej) regule do blokowania potgczen. Powtdrz czynnosci w pkt. bi c,

tworzac zbieranie listy ssh_blacklist i blokadg na 10dni

Mew Firewall Rule

General | Advanced BExtra Action Statistics | oK |
Chain: |ir1ert || ¥ | Cancel |
Src. Address: | |- | Apply |
Dst. Address: | |-
| Disable |
Src. Address List: [ | |ssh_stage2 S
Dst. Address List: | |- | e |
o
Protocol: [ | |6 ticp) IS
| Remove |
Src. Port: | |-
Dst. Port: [] [22 | & | Reset Counters |
Any. Port: | | = | Reset All Counters |
In. Interface: | |-
Out. Interface: | |-
In. Interface List: | |-
Out. Interface List: | |-
Packet Mark: | v
Connection Mark: | |-
Routing Mark: | |-
Connection Type: | |-
Connection State: [ | [ |invalid [ | established [ | related new [ | untracked -
Connection NAT State: | |-

enabled
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Mew Firewall Rule

General Advanced Bxra Action | Statistics | oK |
Action: |add src to address list [#]| cance |
[ | Log | Aoply |
Log Prefix: | v || Dsabe |
Address List: |ssh_blacklist [ | Comment |
Timeout: | 10d 00:00:00 =1 | Copy |
| Remove |
| Reset Counters |
| Reset Al Counters |

\enabled |

e) Ta reguta réwniez utworzyta sie domysinie na koncu listy. Zaznacz regute
myszka i przeciagnij ja na sama gore.

Firewall

Fitter Rules ‘ MAT Mangle Raw Service Pots Connections Address Lists  Layer7 Protocols

EIEI @ |‘- Reset Counters ||(O Reset All Counters |

# | |Action |Chain |Src. Address |Dst. Address |Src. Address L...|Dst. Ad... |Proto... |Src. Pot [Dst. Pot  [in. Inter...|Out. Int... | In. b
0 c* add srcto address list  input ssh_staged & fcp) o
1 Y add srcto address list  input ssh_stagel & fcp) 22
2 Y add srcto address list  input G ftep) 22

f) Na koniec utworzymy regute blokujacg hosty z listy ssh_black_list. Utworz
kolejng regute jak w pkt a tylko dodaj zaleznos¢ dotyczaca listy tj. jesli jest w
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liscie ssh_blacklist to wykonaj akcje drop.

Mew Firewall Rule

General | Advanced BEstra Action Statistics | oK |

Chain: |input | ¥ | Cancel |

Src. Address: | |- | Apply |

Dst. Address: | |- | — |

Src. Address List: [ ] [ssh_blackis 3] a e

Dst. Address List: | |- | e |

o |

Pratocal: | | - | |

Remove

Sre. Port: | | =

Dst. Port: | | = | e |

Any. Port: | | » | Reset All Courters |
In. Interface: | |-
Out. Interface: | |-
In. Interface List: | |-
Out. Interface List: | |-
Packet Mark: | |-
Connection Mark: | |-
Routing Mark: | |-
Connection Type: | |-
Connection State: | |-
Connection NAT State: | |-

enabled
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Mew Firewall Rule

General Advanced BEdra Action |5tatistics oK

Action: [ | + |

[ | Log
Log Prefix: | | -

Cancel
Apply

Disable

Copy

Remowve

|
|
|
|
Comment |
|
|
Reset Courters |

Reset All Counters |

g) Ta reguta réwniez utworzyta sie domyslinie na koncu listy. Zaznacz regute
myszka i przeciagnij ja na sama gore.

Firewall

Fitter Rules ‘ MAT Mangle Raw Service Pots Connections = Address Lists  Layer7 Protocols

IE”EI .IE . . |f0 Reset Counters ||l’0 Reset All Counters |

|.-°ct|or1 |Cha|r1 |Src Address |Dst Address |5rc Address L.. |Dst Ad... |F‘roto |Src Port  |Dst. Port |Ir|. Irrter...lOut. Int.
0 8 drop input ssh_blacklist
1 c* add src to address list  input ash_stage? 6 {tcp) 22
2 c* add src to address list  input ssh_stage G ftop) 22
3 ct add src to address list  input 6 ficp) 22

16. Testujemy dziatanie list

a) Na maszynie wirtualnej Winl uruchom PUTTY (link do programu:
https://the.earth.li/~sgtatham/putty/latest/w64/putty.exe)

b) Potgcz sie do swojego routera na jego adres IP, a nastepnie przerwij

potgczenie (nie loguj sie) i obserwuj reguty firewall

Address List = E3

#[=] [l
|Mdress 4 |Ne¢wurk |Irrterface |v

D5A00138748)24  10.0.138.0 ether2
= 10.10.10.1/24 10.10.10.0 bridge1

2 tems
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#2 PuTTY Configuration [} x
Category:
= Sgassinn | Basic options for your PuTTY session |
""" Logging Specify the destination you want to connect to
=~ Terminal
Host Mame (or IP address) Port
- Keyboard
- Bell 10.0.138.148 2
- Features Connection type:
£ Window ©5SH  (OSeial (O Cther  Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
[+~ Selection
- Colours
- Connection Default Settings Load
- Data switchman
- Proxy Save
+- 55H
B ) Delete
... Serigl
- Telnet
- Rlogin
- SUPDUP Close window on exit:
() Mways () Never 0 Only on clean exit
Abowt Help Cancel

c) Zaobserwuj co sie stato po pierwszym potaczeniu

jm]
Fiter Rules | MNAT Mangle Raw Service Pots Connections  Address Lists  Layer? Protocols
:IIEI .|Z| . . |(0 Reset Counters ||(O Reset Al Counters | [
| Action |Chain |Src. Address |Dst. Address |Src. Address L. |Dst. Ad... [Proto... |Src. Pot  |Dst. Pt |In. Inter...|Out. Int... In. Inter._.|Out. Int .. [Bytes | Pan
IJ 8 drop input ssh_blacklist B
1 c* add src to address list  input ssh_stage2 & ficp) 22 0B
2 c* add src to address list  input ssh_stage1 6 ttcp) 22 0R
3 ct add src to address list  input 6 ftcp) 22 @
Firewall

Fiter Rules = MAT  Mangle Raw Service Pois  Connections  Address Lists | Layer? Protocols

=] [ll] (=] [¥]

|List

& |P~ddress

|T|meout

|Creation Time

D @ ssh_stagel

10.0.138.25

00:03:43

d) Wykonaj kolejne potgczenie i obserwuj reguty

Firewall [

Dec./04/2024 (5:57.55

Fiter Rules | NAT Mangle Raw Service Pots Connections  Address Lists  Layer7 Protocols
|E||E| .|z| . . |(O Reset Counters ||(O Reset All Courters | [
| Action |Chain |Src. Address |Dst. Address |Src. Address L..|Dst. Ad... [Proto...[Sre. Port  [Dst. Port  |In. Inter...[Out. Int... [In. Inter... Out. Int... [Bytes | Pal
0 #8 drop input ssh_blacklist B
1 ct add srcto address list  input ssh_stage? 6 fcp) 22 0B
2 ct add srcto address list  input ssh_stagel 6 fcp) 22 52B
3 c* add src to address list  input 6 ttcp) 22 104 B
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Firewall

Filter Fules  MAT Mangle Raw Service Portz  Connections  Address Lists | |ayer7 Protocols

+ =T

List Address Timeout Creation Time
‘D @ ssh stagel 10.0.133.29 00:04:29 Dec/04/2024 09:57:55
0 @ ssh_stage? 10013825 00:09:29 Dec/04/2024 10:00:16

e) Wykonaj kolejne potgczenie i obserwuj reguty

Firewall

Fiter Rules | NAT  Mangle Raw  Service Ports  Connections  Address Lists  Layer7 Protocals
| = v || | 7| 10 ResstCounters || & Reset All Counters all E
H Action Chaini Src. Address |Dst. Address |Src. Address L...|Dst. Ad... \Proto.. |Src. Pot  |Dst. Port  |In. Inter..|Out. Int... |In. Inter... |Out. Int.. | Bytes Pai
0 dop input ssh_biackist 45108
1 ct add srcto address list  input ssh_stageZ G ttcp) 22 52B
2 * add srcto address list  input ssh_stagel 6 ttcp) 22 104 B
3 t add erc to address list  input 6 tep) 22 156 B

Firewall

Fiter Rules NAT Mangle Raw Service Pois  Connections  Address Lists | Layer7 Protocols

L 5 =T

List Address Timeout Creation Time
‘D @ ssh_blacklist 10.0.138.29 9d 23:.59:05 Dec/04/2024 10:01:38
0 @ ssh_stagel 10.0.138.29 00:04:05 Dec/04/2024 09:57:55
0 @ ssh_stage? 10.0.138.29 00:09:05 Dec/04/2024 10:00:16

Zostates$ zablokowany na 10dni. Wszystkie kolejne préby potgczenia do tego
routera w tym okresie sg odrzucane. Pamietaj ze przyktadowe reguty dziatajg
na warstwie L3 modelu ISO/OSI, a ty jestes$ potaczony do routera poprzez

adres MAC czyli na warstwie L2 modelu.

16a. Zamknij otwarte okna PuTTY. Przejdz do nastepnych punktéw

laboratorium.

I1l. JAKOSC POLACZEN - oznaczanie pakietow i

kolejkowanie

Do oznaczania pakietéw wykorzystamy Mangle (IP / Firewall / Mangle).
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Skorzystamy z maszyny wirtualnej win-02 i wprowadzimy ograniczenia

transferu dla niej.

17. Utwérz nowa regute na tancuchu ,forward”, ktéra bedzie oznaczad
pakiety przychodzgce z Internetu do maszyny win-02. W tym celu za Internet
przyjmujemy zrédto jako adres sieci 0.0.0.0/0. Jako , Dst. Address” wskaz
adres IP maszyny win-02. W zaktadce ,Action” nazwe oznaczenia pakietéw

»mark packet” ustawimy z reki np. na wartos¢ ,WIN2".

Mew Mangle Rule =] E3

General | Advanced Extra  Action Statistics | oK |

Chain: |forward ¥ | Cancel |

Src. Address: [ |0.0.0.0/0 -1 Pogly |
Dst. Address: 10.10.100 x| s

| Disable |
Src. Address List: -

C it

Dst. Address List: - | omme |

| Copy |
Protocal: -

| Remove |
Src. Port: -

Dst. Fort: - | Reset Counters |

Any. Port: - | Reset All Counters |
In. Interface: -
Out. Interface: -
In. Interface List: -
Out. Interface List: -
Packet Mark: -
Connection Mark: -
Routing Mark: -
Connection Type: -
Connection State: -
Connection NAT State: -

enabled
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Mew Mangle Rule

General Advanced BEdra Action |Statistics

o« ]
Action: [[ETTEE UM+ | | | Cancel |
[ Log | Apply |
Log Prefix: | |~ || Disabe |
New Packet Mark: [WIN2 [3]| | Comment |
Passthrough | Copy |
e ]
| Reset Counters |
|

Reset All Counters |

\enabled |

18. Podobng regute tworzymy dla ruchu w drugim kierunku
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Mew Mangle Rule

General |.P|.dvanc:ed Extra Action Statistics

[ ok |

Chain: |fnrward || ¥ | Cancel |

Src. Address: [ ] [10.10.100xx | - | Aoply |

Dst. Address: [ | |0.0.0.0/0] | a | — |

zable

Src. Address List: | | -

Dst. Address List: | | - | £ = |

Copy

Pratocol: | | » | |

Src. Port: | | = | Remove |

Dst. Port: | | = | e |

Any. Port: | | - | Reset Al Courters |
In. Interface: | | -
Out. Interface: | | -
In. Interface List: | | -
Out. Interface List: | | -
Packet Mark: | |
Connection Mark: | | -
Routing Mark: | | -
Connection Type: | | -
Connection State: | | -
Connection NAT State: | | -

enabled
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Mew Mangle Rule =] E3

General Advanced BEdra Action |5tatistics

o« ]
Action: [[ETTEE UM+ | | | Cancel |
[ Log | Apply |
Log Prefix: | |~ || Disabe |
New Packet Mark: [WIN2 [3]| | Comment |
Passthrough | Copy |
e ]
| Reset Counters |
|

Reset All Counters |

\enabled |

Firewall

Fiter Rules  MAT Mangle | Raw Service Pots Connections  Address Lists  Layer7 Protocols

IEHEI @ |'- Reszet Counters |||’O Reset All Counters | all
# |  [acton [Chain |Src. Address |Dst. Address |Src. Ad...|Dst. Ad... [Proto... [Src. Port [Dst. Port  [In. Inter...[Out. Int... [In. Inter...[Out. Int... | Bytes |Packets |
0 #®mar fornad  0000/0 1010100, 08 0
1 # mar forwad  10.10.100... 0.0.0.0/0 0E [

Reguty oznaczania sg gotowe. Oznaczamy caty ruch w kierunku do klienta
(czyli download z Internetu) oraz ruch od klienta do Internetu (czyli upload do

Internetu). Przechodzimy do profilowania ruchu dla tych regut.

19. Otwdrz konfiguracje Kolejek (Queues / Simple Queues). Dodaj nowg

regute kolejki. Okresl nazwe (dowolna, ale identyfikujgca klienta), target (tu
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wskazemy interface na ktorym kolejka zostanie przypieta, w naszym
przypadku bridgel) oraz limity dla pobierania i wysytania (3M - M jako Mega).
W zaktadce ,Advanced” ustawiamy ,Packet Marks” na znacznik ,,WIN2"

ustawiony w FireWall.

Simple Queue <Windows WINZ:>

General | Advanced Statistics Traffic  Total Total Statistics | oK |
Name: |Windows WIN2 | | Cancel |
Target: |I::nridge'| " ;l - | Apply |
Dst.: | |~ | i
sable |
Target Upload Target Download | Comment |
Max Limit: |3|"-"| | |3-|'"'| |b'rts,-“s |

Copy |

—- Burst
=¥ Time | e |
| Reset Counters |
| Reset Al Courters |
| Torch |

enabled

MNew Simple Queue

General Advanced | Statistics | Traffic  Total | Total Statistics | oK |
Packet Marks: |WIN2 1% || cancel |
Target Upload Target Download | Apply |
Limit At: |0l | [0 | bits /s | Dizable |
Pricrity: |E | |B | | Comment |
Bucket Size: |0.100 | [0.100 | ratio | c |
opy
Queue Type: |defautt-small | #| |default-small [=] | |
Remove
Parent: |r1nr|e || $| | Reset Counters |
| Reset Al Counters |
| Torch |
|enabled |

Simple Queues | Interface Queues  Queue Tree  Queue Types

IEIIEI IEI |(G Reset Counters || 10 Reset All Counters |

# | |Name |Targe‘t |L|p|nad Max Limit |Duwnluad Max IJm'rt|F'ad{e‘t Marks
0 = Windows WIN2 bridge1 M am
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Kolejka ma status zielony (koto nazwy) co oznacza ze transmisja nie

przekracza limitow.

20. Przetestujemy ograniczenia. Na win-02 uruchom proces pobierania
duzego pliku np. z podanego linku:
https://gsliwinski.wi.zut.edu.pl/vm/ubuntu-24.04.1-live-server-amd64.iso i

obserwuj dziatanie kolejki.

Simple Gueues | Interface Queues  Queue Tree  Queue Types

IEIIEI @ |‘- Reset Counters ||I’D Reset All Counters |

# | |Name |Target |L|p|uad Max Limit | Download Max |Jm'rt|F‘ad{e‘t Marks Total Max Limit (bits/s) |

0 = Windows WINZ  bridge1 aMm am

Jest czerwono czyli przekraczamy dozwolony limit. W zaktadce Traffic

mozemy zobaczyc co sie dzieje

Simple Queus <Mindows WINZ:

General  Advanced = Statistice  Traffic |Tnta| Total Statistics

| oK |

Target Upload Target Download | | — |

Rate: 54.2 kbps | 2.5 Mbps | | Aoply |
Packet Rate: | 153 p/s | [249p/s | :

| Disable |

| Comment |

o]

Bl Unioad: 54.2 kbps | Remove |

Il Download: 2.9 Mbps [ Reset Courters |

| Reset Al Courters |

[ Tomn |

B Upload Packets: 153p/s
Bl Download Packets: 245 p/s

enabled |

21. Przejdz na zaktadke General. Zwieksz limit Download na 5M, kliknij Apply i

przejdz ponownie na zaktadke Traffic


https://gsliwinski.wi.zut.edu.pl/vm/ubuntu-24.04.1-live-server-amd64.iso
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Simple Queue <Windows WINZ:

Reset All Counters |

General | Advanced Statistics  Traffic | Total | Total Statistics | Ok |
Name: |Windows WIN2 | | Cancel |
Target: |I::nridge'| " ;| - | Apply |
Dst.: | | = | i
sable |
Target Upload Target Download | Comment |
Max Limit: | 3M EL | bits/s | c |
—- Burst =

=¥ Time | et |
| Reset Counters |

|

|

Torch |

Simple Queue <Windows WINZ:=

General Advanced Statistics

Traffic

Total Total Statistics

Target Upload Target Download

OK

Cancel

Rate: | 108.9 kbps

| |5.0 Mbps |

Apply

Packet Rate: [265p/s

| |443p/s |

B Upload: 108.9 kbps
Bl Download: 5.0 Mbps

EEERAREEEERE

Copy

Remove

|
|
|
Disable |
|
|
|
Reset Counters |

!
[l

B Upload Packets: 265 p/s
Bl Download Packets: 448 p/s

|

Reset All Counters |

|
|
|
|
| Comment
|
|
|
|
|

Torch |

enabled

Zmienita sie szybkos¢ transferu

22. Otwdrz w drugiej zaktadce (nie przerywajgc wczesniejszego transferu)

strone https://speedtest.pl/ i wykonaj test. Zastanawiajgce jest czemu

pokazuje przy download tylko kilka Mega a nie cata dozwolone 5M. Wynika to

z wspotdzielenia kolejki. Cata kolejka ma 5M niezaleznie ile transferow jest

uruchomionych.
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23. Zatrzymaj pobieranie w pierwszej zaktadce pliku 1SO.

24. Zmien ustawienia kolejki. Wykorzystamy funkcjonalnosc ,,Burst” czyli
forme nagrody dla klienta. Ustawimy taka polityke. Jezeli klient w ciggu 90s

nie przekroczy szybkosci 5M to w nagrode dostanie 10M

Simple Queue <Windows WINZ:

General | Advanced Statisics  Traffic  Total Total Statistics | oK |
LR Viindows WINZ] ||| Cancel |
Target: |bridge1 |+] = | Apply |

Dst.: | |-
| Disable |
Target Upload Target Download | Comment |

Mazx Limit: |3|"-"| | |5|"-"| |b'rtsfs
s | Cov |
Burst Lirnit: |'|ﬂ|"-"| | |'H]I'U'I |b'rts,-"s | Remaove |
Burst Threshold: | 3M | [5M bits/s | Reset Counters |
Burst Time: |5|] | |Fﬂ |5 | Reset All Counters |

s | Torch
enabled |

Kliknij Apply i przejdz na zaktadke Traffic - obserwuj transfer
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Simple Queue <Windows WINZ:

General Advanced = Statistics  Traffic | Total  Total Statistics QK

Cancel
Ppply

Target Upload Target Download
Rate: | 159.0 kbps | 10.0 Mbps |
Packet Rate: |469 p/s | |836p/s |

Digable

Copy

Remove

B pload: 159.0 kbps
Bl Download: 10.0 Mbps I” H | |

Reset Counters

Reset All Counters |

|
|
|
|
| Comment
|
|
|
|
|

Torch |

Bl Upload Packets: 489 pse
Bl Download Packets: 836 p/e

enabled

Simple Queue <Windows WINZ=

General Advanced Statistics Traffic | Total  Total Statistics | 0K |
Tanget Upload Target Download | Cancel |
Rate: [79.3 kbps | [5.0 Mbps | | Apply |
] Packet Rate: [232pss | [420p/s |
| Dizable |
| | Comment |
] o
11
| |[MWUpload: 73.3kbps | Remove |
B Dowriond: 50Meps . | Reset Counters |
| Reset All Counters |
| Torch |
Al
B Upload Packets: 232 p/s
Bl Download Packets: 420 p/s | |
T I... [l
\enabled |

25. Zmien limit (prdg) ,Burst Threshold” dla Download na 6M - obserwuj
Traffic
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Simple Queue <Windows WINZ>

General | Advanced Statistics Traffic  Total Total Statistics | oK |
Mame: |Windnws Win2 | | Cancel |
Target: |bridge1 [E2E | Apply |
Dist .. -
| | | Dizable |
Target Upload Target Download | Comment |
Max Limit: |3|"-"| | |5I'U'I |bi‘tsr’s | c |
o

— 4 Burst il
Burst Limit: [ 10M | [1om bits/s | Remove |
Burst Threshold: |3 | [6Mm |bits/s | | ResetCounters |
Burst Time: |5ﬂ | |9'|] |5 | Reset All Counters |

=¥ Time |

Tanch |

enabled

Simple Queue <Windows WINZ:

General Advanced Statistics

Traffic |Tata| Total Statistics

Target Upload

Target Download

Rate: |HE.3 kbps

| 4.9 Mbps

Packet Rate: |252 p/s

| 429p/s

Il Upload: 98.3 kbps
Il Download: 4.9 Mbps

e

Disable

Comment

Copy

Remave

Reset Courters

B Upload Packets: 252 p/s
Il Download Packets: 425 p/s

Reset All Counters |

Torch |

\enabled

Powinno zachowac sie jak na rysunku powyzej. Klienta na poczatku nie

przekraczat 6M wiec dostat w nagrode 10M na 90s, potem predkos¢ spadta do

jego limitu 5M czyli ponizej progu. System monitorowat ruch i stwierdzit ze

klienta przez kolejne 90s nie przekroczyt progu 6M dlatego dostat ponownie w

nagrode 10M.
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Zgtos do prowadzacego wykonanie zadania.
Zadanie dodatkowe

25. Uruchom na win-02 serwer . Na mikrotiku R1 ustaw przekierowanie
portu 21, tak zeby z maszyny wirtualnej win-01 mozna byto zalogowac sie i
pobrac plik z serwera FTP.


https://mega.nz/folder/2AtTSLjb#le5miJ70DRX4gymEAlSAPA

