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Mikrotik - tunelowanie potaczen przez firewall

Celem laboratorium jest skonfigurowanie przekierowanie portéw (port
forwarding) z wykorzystaniem urzgdzenia Mikrotik. Wykorzystamy w tym celu
dwie maszyny wirtualne Winl i Win2, ktére postuzg do zestawienia potgczenia
Remote Desktop Services (RDS, port 3389/tcp) do maszyny Win2 (siec

lokalna) z maszyny Winl bedacej poza siecig lokalng (z tgcza zewnetrznego).
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1. Podtgcz port 1 komputera do routera 1 na porcie Ether2 (wykonaj

reset do konfiguracji domysinej)


https://gsliwinski.wi.zut.edu.pl/?page_id=2367
https://gsliwinski.wi.zut.edu.pl/wp-content/uploads/2022/11/Mikrotik-lab-06.jpg

2. Uruchom VMware Workstation. Przywrd¢ migawke dla obu maszyn Winl i

Win2, aby miaty ustawienia domysine

i W [l P~ FOWer on Tnis vIrtual macnine
C1M Close Tab | machine settings
M Mark as Favorite his virtual machine
Rename...
Open VM directory
Remove 4GB
() Power > P 2
Removable Devices (NVMe) 60 GB
Pause SATA) Using file C\sk\i...
Send Ctrl+Alt+Del Adapter NAT
Grab Input roller Present
l[_Ti.) Snapshot > (D Take Snapshot...
Capture Screen 5 Revert to Snapshot: Gotowa
Z? Manage > 59 Snapshot Manager
Install VMware Tools... 1 Gotowa 92.09.2022 14:24:02
[/ Settings... o o
- rypererere-enter a description of this virtual

3. Wykonaj konfiguracje na maszynach Winl i Win2 tak aby maszyna Winl
byta podtagczona do Karta-Port2 , a maszyna Win2 byta podtgczona do Karta-
Port3. Wtacz obydwie maszyny.
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Virtual Machine Settings

Hardware OQptions

Device

E=IMemory
EIiEPmcessors
[\Hard Disk (NVMe)

Summary
4GB

2

60 GB

CD/DVD (SATA) Using file C:\sk\iso\Windows ...
e Network Adapter Custom (Karta-Port-2)
USB Controller Present
c]) Sound Card Auto detect
t Printer Present
[_Ipisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on

Network connection
() Bridged: Connected directly to the physical network

Replicate physical network connection state
() NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host
(®) Custom: Specific virtual network

Karta-Port-2
() LAN segment:

LAN Segments...

Cancel

Advanced...

Help

4. Podtacz port 2 komputera (krosownica) do przetacznika sieciowego

(48-portow) w wolny port.

5. Podtgcz port 3 komputera (krosownica) do portu Ether3 w routerze.

5a. Podigcz przetacznik sieciowy (48-portédw) do portu Etherl w routerze.

6. Przy pomocy WINBox podtgcz sie do routera R1

7. Przejdz do menu /IP/FIREWALL zaktadka NAT
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Fiter Fules MAT | Mangle Raw Service Ports Connections = Address Lists = Layer7 Protocols
+ =T Reset Counters || (G Reset All Counters al ¥
# Action Chain Src. Address |Dst. Address |Proto... |Src. Port  Dst. Port  |In. Inter... | Out. Int... [In. Inter... Out. Int... | Src. Ad... |Dst. | ¥
0 4 masquerade srcnat WAN
. »
1item

Widzisz ustawione w konfiguracji domysinej maskowanie adreséw prywatnych
z klasy 10.0.101.0/24 na publiczne. Musimy doda¢ port forwarding do
konfiguracji firewall aby wpuscic¢ transmisje do maszyny wirtualnej WIN1
podtaczonej do routera.

8. Dodaj przepuszczanie (forward) portu 3389 (Pulpit zdalny Microsoft) na
protokole TCP do adresu IP maszyny wirtualnej WIN2 (Adres IP sprawdz w
konsoli WIN2 wydajac polecenie ipconfig i wprowadz tak jak na rysunku 2 w

miejsce wskazane strzaty)
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Mew MAT Rule

General |Mv.=.nc:ed Extra Action Statistics

[ ok |

Chain: |dstr1at || ¥ | Cancel |

Src. Address: | |- | Apply |

Dst. Address: | | ﬂ .
Src. Address List: | | = | e |
Dst. Address List: | |- | e |
Copy

Protocol: [ | |6 ttcp) S | |

Src. Port: | | - | Remove |

Dst. Port: [ | [3389 |« | Reset Counters |

Any. Port: | |- | Reset Al Counters |
In. Interface: | |ﬂ
Out. Interface: | |-
. ietoce Us: | 2T+ | ~
Out. Interface List: | |-
Packet Mark: | |-
Connection Mark: | |-
Routing Mark: | |-
Connection Type: | |-

enabled
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Mew MAT Rule

Genersl Advanced Bdra Action | Statistics | OK |
Action: |dst-nat [E3 | Cancel |
[ ] Log | Apply |
Log Prefix: | /¥ || Dsabe |
To Addresses: [10.0.101.7-.3 e (o || Comment |
To Ports: [3389 |« || Copy |
| Remove |
| Reset Counters |
| Reset All Counters |
\enabled |

9. Na maszynie WIN2 skonfiguruj mozliwos¢ podtgczania sie do pulpitu

zdalnego
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& Settings
T System > About |
[ ] Local Account
win-02
Find a setting Q VMware?,1
| B System ® Device specifications
9 Bluetooth & devices
Device name win-02
¥ Network & internet Processor Intel(R) Core(TM) i7-7700K CPU @ 4.20GHz 4.20 GHz (2 processors)
e Installed RAM 4.00GB
/ Personalization . B N
Device 1D CC38CB43-FE83-4C46-879B-130A21889175
B feps Product ID 00328-10000-00001-AA216
o System type 64-bit operating system, x64-based processor
L ccoln = Pen and touch No pen or touch input is available for this display
"»’ Time & language
Related links  Domain or workgroup ~ System protection || Advanced system settings
#® Gaming
X Accessibility == Windows specifications
W Privacy & security
Edition Windows 11 Education
@ Windows Update Version 29H2
Installed on 8/22/2022
OS build 22621.382
Experience Windows Feature Experience Pack 1000.22632.1000.0

Microsoft Services Agreement
Microsoft Software License Terms

Related

p Product key and activation
Change product key or upgrade your edition of Windows

System Properties ot

Computer Name Hardware Advanced  System Protection Femote

10. Dodaj uzytkownika do systemu WIN2 aby méc na

Remote Assistance

[ ] Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer
QD Allow remote connections to this computer

[ Mlow connections only from computers running Remote
Desktop with Metwork Level Authentication {recommended)

Help me choose Select Users...

QK Cancel Apply

Rename this PC

Copy ~

Copy -~

niego potaczyc sie na
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koniec laboratorium.

net user userl userl /add

Bl Administrator: Command Prompt

: \Windows\System32>net user userl userl /add
he command completed successfully.

: \Windows\System32>_

net localgroup administrators userl /add

C:\Windows\System32>net localgroup administrators userl /add
The command completed successfully.

C:\Windows\System32>_

Utworzytes konto userl z hastem userl oraz dodate$ go do grupy

administratorow tego komputera

11. Z maszyny WIN1 uruchom potgczanie pulpitu zdalnego na adres routera

R1. Adres routera sprawdz w /IP/ADDRESSES przypisany na porcie Etherl

posossist @@

= g
Address Network Interface b
D 10.0.100.213/24 10.0.100.0 etherl
10.0.101.1/24 10.0.101.0 bridge1
2 items

12. Powinna nastgpic inicjalizacja pulpitu zdalnego do maszyny WIN2
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Q remote|Desktc>|:u Connection

All Apps Documents Web  More

Best match
I ‘_ Remote Desktop Connection &4\
¥ App - ‘\?6,;'!]
Settings Remote Desktop Connection
App
v Remote desktop settings >
i Remote Desktop Developer N ? Open
Settings
8 Run as administrator
35] RemoteApp and Desktop N STl

Connections

ﬁ Pin to Start
o= Allow Remote Assistance ¥ .
- invitations to be sent from this 5P Pin to taskbar
3.3] Access Remotefpp and desktops >
1L Enable Device Portal P
¢ Select users that can remotely N
access this PC
Search the web
O remote - See web results >
r ]
& Remote Desktop Connecticn = et
| Remote Desktop
>¢ Connection
Computer: | 10.0.100 200 e

Username: MNone specified

You will be asked for credentials when you connect.

v Show Options Help
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== Windows Security

Enter your credentials

These credentials will be used to connect to 10.0.100.213.

Password

|_| Remember me

13. Uzyj konta userl i jego hasta do podtgczenia sie z drugim komputerem
(maszyng WIN2)

14. Potwierdz certyfikat stacji do ktérej wykonujesz potgczenie

-

%> Remote Desktop Connection X

ﬁ The identity of the remote computer cannot be verified. Do
/  you want to connect anyway?

The remote computer could not be authenticated due to problems with its
securty cerificate. f may be unsafe to proceed.

Cerificate name

—RJ MName in the certificate from the remote computer:
win-02

Cernificate emors

The following emors were encountered while validating the remote
computer’s certificate:

A The cerificate is not from a trusted cerifying authority.

Do you want to connect despite these cerfficate emors?

[ ] Don't ask me again for connections to this computer

View certfficate... Yes
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userl

Another user is signed in. If you continue, they’'ll be disconnected. Do you want to sign in anyway?

Please wait for WIN-02\User to respond.
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Remote Desktop Connection

Do you want to allow WIN-02\user1 to connect to this machine?
Click OK to disconnect your session immediately or click Cancel to stay connected.

Mo action will disconnect your session in 30 seconds.

Welcome
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Let Microsoft and apps use your location

Choaose your settings, then select Accept to save them. Check the Learn
more link for info on these settings, how to change them, how Windows
helps protect you from unsafe apps and web content, and the related
data transfers and uses.

@ Yes
2 ' @ J Get location-based experiences like directions and weather. Let Windows &
A apps request your location. Microsoft will use location data to improve

location services.

You won't be able to get location-based experiences like directions and
weather or enjoy other services that require your location to work.
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15. Roztgcz pulpit zdalny. Przekierowanie portow mozna wykonac¢ do wielu
komputerdw za routerem, tylko dla kazdego z nich trzeba ustawi¢ inny numer
portu na ktérym nawigzesz potaczenie. Zmien w NAT Rule parametr Dst. port
z 3389 na 9000. Ponownie nawigz potaczenie z pulpitem zdalnym. Tym razem
potgcz sie na porcie 10.0.100.xxx:9000
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NAT Rule <5000

General | Advanced Bxtra Action Statistics | oK |
Chain: | ¥ | Cancel |
Src. Address: | | A | Bpply |
Dst. Address: | | hd
| Disable |
Protocal: [ | |6 ficp) ¥ - | Comment |
Src. Port:
1 e | | v | Copy |
) Dst. Port: [ | 5000 |-
1 | Remove | i
Any. Port: | | hd E
In. Interface: | I | Reset Counters |
Out. Interface: | |- | Reset All Counters |
In. Interface List: [ | (WAN E2PS
Out. Interface List: | | hd
Pachket Mark: | |-
Connection Mark: | |-
Routing Mark: | |-
Fouting Table: | g
Connection Type: | I
\enabled
- & Remote Desktop Connecticn = >

.| Remote Desktop
»¢ Connection

Computer: | 10.0.100./7%:3000

User name:  userl

You will be asked for credentials when you connect.
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Help



